OBIPYHTYBAHHS

TEeXHIYHHUX TA AKICHUX XapPaKTEePUCTHUK 3aAKYHIBJII MeIUKAMEHTIB, pO3Mipy

OI0/I’K€THOT0 PU3HAYEHHS, 0YIKYBAHOI BAPTOCTI MpeaMeTa 3aKymiBJIi

e  3aKkyrmiBmi:

MIPOTPAMHUMU TIPOTYKTAMHU.

HaiiMeHnyBaHHSI, MICIIE3HAXODKEHHS Ta iMeHTU(DIKAIIHHAN KOJI 3aMOBHHUKA B
€IMHOMY JIep’)KaBHOMY PEECTPl FOPUIUIHUX 0C10, (PI3UUIHUX 0CI0 — MITIPUEMIIIB Ta
rpomMajicbkux GopMyBaHb, HOTo Kateropis: JIbeiecokuil deprcasenuil ynigepcumem
enympiwnix cnpae, 08571995, eyn. I'opooouska, 26, m. JIveie, 79007.

Ha3Ba npegmera 3akymiBil 13 3a3HAYEHHAM KOAy 3a €IMHUM 3aKyIiBEIbHUM
CIIOBHMKOM TMpeaMeTa 3aKyIiBlIl W YacTHMH MpeaMeTra 3akymiBiml (J10TiB) (3a
HAsSIBHOCT1): AHmueipyche npozpamue 3aoesneuenna na 300 06'ekmie 3 npagom
Kopucmyeanna 3 poku, koo 3a /IK 021:2015: 48760000-3 Ilakemu npozpamnozo
3a0e3neueHHA 01 3aXucnty 6io eipycis.

[Tporeaypa 3aKyImiBiIi: BIIKPUTI TOPTH 3 OCOOJTMBOCTSIMH.

JJIsA 3a0€e3IeYeHHs] OCBITHBHOTO IMpouecCy HaB4YaJIbHUMHU

3a0e3nmeuenns Ha 300
00'€KTiB 3 IpaBomM
KOPUCTYBaHHS 3 POKH

AHTHUBIPYCHUM 3aXUCTOM BCi€i MEpEXKEBOI IHPPACTPYKTYPH.

. MoxuuBicTh  OyIayBaHHS ~ 1€papxi4HOi  CTPYKTYpH

aJMIHICTPYBaHHS, 1110 CKJIAIA€THCS 3 TOJIOBHOTO CEPBEPY Ta
MIMOPSAKOBAHUX ~ CEpPBEPIB, IO A€  MOXJIUBICTD
3/IACHIOBAaTH LIEHpaJli30BaHE YIPaBIIHHS AHTHUBIPYCHUM
3aXMCTOM poOOuYMX CTaHIill, cepBepiB, Ta MOOUIBHHUX
INPUCTPOIB, 10 HaJleXaTh K TOJOBHOMY, Tak 1
pErioHATBHHUM MiPO3/iJIaMm.

. IuBeHTapu3allis o6nagHaHHS, 0 BCTAHOBIEHO HA pOOOYHX

CTaHLIAX Ta cepBepax mix ynpaBiaiHHIM Windows, macOS
ta Linux.

. IuBeHTapu3amiss  mporpamHoro - 3a0e3meueHHs, 10

BCTaHOBJIEHO Ha pOOOYMX CTaHLIAX Ta cepBepax Mmij
ynpasiinHaM Windows, macOS ta Linux.

. Bigmanena iHcTanALis aHTHUBIPYCHOTO  MPOTPaMHOTO

3abe3neueHHs Juist onepamiitaux cucreM Windows, Linux
Ta Mac Ha KUJIbKa KIHIIEBUX TOYOK OIHOYACHO.

. Binmmanena THCTAJIAIIIS KOPHUCTYBAJIbHUILIBKOTO

MPOTPaMHOTO 3a0e3MEUCHHS.

. MOXIMBICT, BIIIAJIEHOTO0 BHJAJEHHS BCTAHOBIJIEHOTO

KOPHUCTYBaJIbHUIILKOTO MPOTPAMHOT0 3a0€3MEeYEeHHS.

. BimmaneHe BuIaneHHS aHTHUBIPYCHOTO IPOTPAMHOTO

3abe3nedyeHHs s omneparliiaux cucrem Windows, Linux
Ta Mac

. MOXuBICTh BHUKOHYBaTH 3a JOTMOMOIOI I1HCTPYMEHTY

BI/IIaJICHOTO YIIPABIIHHS JOJATKOBI MEPEXKEBI i, TaKi SK:

TexHiuHI XapaKTepUCTUKH NpeIMeTy 3aKYHiBJi, 3riJHO0 BUMOT 3aMOBHUKA Kinb-
[Iporpamue 3a6e3neueHns 3a kogom K 021:2015 48760000-3 - [TakeTn mporpaMHOTo KicTh
3a0e3meueHHs Ut 3aXUCTY Bif BipyciB (JTiIeH31s HA MPaBO BUKOPHUCTAHHS)
Haszpa npeamer
p. . y XapaKTepUCTHKHU
3aKkymiBJi
AHTHBIpyCHe Bumozu 0o cepsepa kepysanns 1
nporpamMuHe 1. MoxnuBicThb [EHTPaII30BaHOTO yrpaBiTiHHs | OAWHHI




3aBepIIEeHHs pPOOOTH Ta TIepe3aBaHTAXEHHsS, BiANpaBKa
CHUTHAJly  NpoOyKEHHS  KOMO'toTepa, BiJITpaBKa
MOBIIOMJICHb, ~ BUKOHAaHHS  KOHKPETHHX  IHCTPYKIIIH
KOMaHJHOTO psJIKa Ha KIIEHTCHKOMY KOMITHOTEpi, CTapT
OHOBJIGHHS ~ ONEpaliiHOi ~ CHCTeMH  KIIEHTCHKOTO
KOMIT'tOTepa.

10.HasiBHICTh 1HCTPYMEHTY JJIi CTBOPEHHS Ta peaaryBaHHS
IHCTAJAIMIMHUX ~ TAKeTIB IS ONEpalliiHUX  CUCTEM
Windows, Linux ta Mac 3 momnepeaHb0 BCTaHOBJICHUMH
HacTpoWKaMHu KOH(irypamii, 110 Ja€  MOXJIUBICTb
eKCHOPTYBaTH IHCTAJSALINHI MaKeTH M PO3rOpTaHHS
MIOBHOIL[IHHOT'O aHTHUBIPYCHOT'O 3aXUCTY Ha KIHLIEBUX TOUKAX
B 130JIbOBaHIA MEpEeXi, a TAKOXXK Ha KIHIEBUX TOYKAaX, IO
noTpeOyroTh 3aXUCTY, ajle TUMYACOBO HE MArOTh 3'€THAHHS
3 CepBEPOM a/IMiHICTPYBAHHSI.

11.HasiBHiCTh aAMcHieTYEpa KOPHUCTYBAUiB, SKUH JO3BOJISE
CTBOPIOBATH pi3HuX KOPUCTYBaYiB cepBepa
aJIMIHICTPYBaHHA, Ta MPU3HAYATH M PI3HI IpaBa JAOCTYILY
70 OKpeMHX pO3IiIiB, TPyl KOMITIOTEpPIB Ha cepBepi
aJIMIHICTPYBaHHS, 110 Ja€ MOXJIMBICTh HaJIaTH Pi3HI MpaBa
JOCTYMy JUIS PETiOHAIBHUX CHCTEMHUX aIMIiHICTPaTOpiB
pO3ray’kKeHOi CHCTEeMHU aHTHUBIPYCHOTO 3aXHTY.

12.MOXUBICTh ayTeHTH(]IKYBATH aaMIHICTPATOPIiB KOHCOII
3a gonomMororo rpyn 6esnexu Active Directory.

13.MOXITUBICTD BUKOPUCTOBYBAaTH IBOQaKTOPHY
ayTeHTU(IKalio sl 00JIKOBUX 3alKCIB aJMIHICTPATOPIB,
0 Ja€ MOXJIMBICTh 3aMoOIITH HECAHKIIOHOBAaHHOMY
HAKITIOUEHHIO IO CEepBepy LIEHTPaIi30BaHOTO YIPaBIIiHHS.

14 . HasiBHICTh JKypHAJIy ayJauTy, y SIKOMY PEECTPYIOThCS 1
BIJICTEXKYIOTbCS BCl 3MiHM B KOHQirypamii i Bci Aaii, sKi
BUKOHYIOTh KOPUCTYBaui ce€pBepa aMiHICTpyBaHHS.

15.MoXnuBICTh BiAJIaJIEHO AaKTHBYBATH Ta JCaKTHUBYBATH
MOJyJll 3aXHUCTy, Takl SK IepCOHAJbHUI OpaHamMayep,
3aXMCT B PEXHMMI DPEAITbHOIO Yacy, 3aXUCT MOIITOBOTO
KJIIEHTA, 3aXUCT JOCTYNy 10 IHTepHeTy, KOHTPOJb
MPUCTPOIB, BEO-KOHTPOJIb, AHTUCIIAM Ha OKPEMO B3SITOMY
KJTIE€HTI.

16.MOXITUBICTh CTBOPIOBATH Ta pelaryBaTH CTATHYHI TPyIH
Ta MOXJIMBICTH IMHopTy 3 Active Directory naepesa
KOMIT'FOTEPIB.

17.MoxnuBICTh HANAIMITYBAaHHS aBTOMATHYHOTO PO3IMOILTY
KJIIEHTIB 110 TUHAMIYHUX IpyNnax 3a 6ararbMa KpuTepisimi,
3 HACTyMHUM TPU3HAYCHHSM BIAMOBIIHUX TIOJITHK
0e3I1eKH, a TAKOK 3aITyCKOM HEOOX1THUX 3aBJaHb.

18.MOXIUBICTh IMIIOPTY KOPUCTYBadiB Ta Tpym 3 Active
Directory, s mnojanblIOro BHUKOPUCTaHHA iX UL
TepcoHami3alii MpaBwJI KOHTPOJIO TPUCTPOIB Ta BeO-
KOHTPOJTIO.

19.MOXnUBICTh BUKOPUCTOBYBATH SIK BOyJOBaHi  Tak 1
KOPUCTYBaJbHUILIBKI MTONITUKY, TPU3HAYEHI [T TIOCTIHHOTO
00CITyroByBaHHS KOH(]Irypamiiaux HAJTAIITYBaHb




AHTHUBIPYCHUX MPOAYKTIB. MOXJIMBICT 3A1HCHIOBATH
EKCIOPT/IMITOPT MONITHK.

20.HasBHICTH MaHeli MOHITOPHUHTY, SIKa HaJja€ BCIO HEOOXIIHY
JeTalbHy 1H(QOPMAIIII0 CTOCOBHO PIBHS 3aXUCTy O€3MEKH
1H(GpaCTpyKTypH, CTaHy 3aXMILIEHUX KIHLEBUX TOYOK, a
TaK0 CTaHy CaMOro cepBepa aaMiHICTPYBaHHS.

21.HasBHicTh Omu3bko 100 mepenBcTaHOBICHUX ITa0JOHIB
3BITIB, LI0 MOXYTb BUKOPHUCTOBYBATHCS SIK JJIsl MaHeNl
MOHITOPHHTY, TaK i 111 JOpMyBaHHsI PI3HOMaHITHUX 3BITIB.

22.MOXJIIMBICTh CTBOPIOBATH Ta peJaryBaTH IIA0JIOHU 3BITIB,
SIKI BUKOPHUCTOBYIOTBCS SIK JIJISl TIaHEJI MOHITOPHHTY, TaK 1
st popmyBanHa 3BiTIB 'y (dopmarax PDF, CSV ta
nojanbIIoro 30epiraHHd 3a BKa3aHUM IIIIXOM  abo
BIJIIPABJICHHS HA BKa3aHy €JIEKTPOHHY MOIITY.

23.1linTpuMKa 1HCTPYMEHTOM BiJJIaJIeHOTO aJMIHICTpyBaHHS
HactymHux 0a3 manux: MS SQL Server, MySQL.

24 MOXIMBICTh €KCIIOPTYBAaTH JKypHanu B syslog mms
nojanbmoi inTerpanii 3 SIEM

25.MOXJIMBICTh HAJAIITOBYBATH TMapaMeTpH JKypHAIIB Ta
3BiTiB 200 BHOpatu 3 Ounbm HiXK 50 MA0IOHIB IS PiI3HUX
CHCTEM/KJIIEHTIB.

26.MOX/IHBICTh ~ CTBOPIOBAaTH  JA3€PKajJO  OHOBJIEHb 32
JOTIOMOTOI0 ~ aHTHBIPYCHOTO  TPOAYKTY,  CIEIiabHOL
YTHJIITH 200 TIPOKCI CEPBEPY.

27.MoXHBICTh CTBOPEHHS J3€pKaja OHOBJIEHb Ha 0asi
ctoponHix HTTP-cepsepis.

28.Beb-opieHTOoBaHUM iHTEpdeiic, SKUH Jae MOMKIUBICTh
KepyBaTH cepBepoM dYepe3 OyAb SKHi Opaysep ILISATOM
3'€eTHAHHS, 3aXUIIEHOTO CEPTU]IKATOM.

29. BukopucTaHHs HE3aleKHOTO areHTY, SIKH 1a€ MOKITUBICTh
3MIACHIOBAaTH  BiJJIaieHe  YOPaBIiHHA  aHTUBIPYCHUM
MPOJIYKTOM Ha KIHIIEBHUX TOYKaX, a TAKOXK KOHTPOIIOBATH
piBEHb 3aXUCTy aHTHBIPYCHOTO 3aXHUCTy Ha pPOOOYUX
CTaHIIISX, Ta CTAH OMEepaIliitHOi CUCTEMH.

30.MoxJIMBICTh  BiJICTIIKOBYBAaTH BCE BCTAHOBJIICHE Ha
po0ouiii cranmii [13, a Takox Buaansatu BctanoBneHe [13 3a
BHOOPOM.

31./lonaTkoBUi  KOMITOHEHT, MO JIO3BOJISIE  KEepyBaTH
AHTUBIPYCHUM 3aXHCTOM Ha MOOUIBHUX MPUCTPOSIX

32.CrieniIbHUH KOMITOHEHT, SIKMH 3IIMCHIOE BHSBJICHHS B
Mepexki HE3aXUIEHHUX POOOUNX CTAHIIN JUIsl TIOIATBIIIOTO
PO3TOpPTaHHS aHTHBIPYCHOTO 3aXHCTY.

33.3axuct 3'eqHaHP MK KOMIIOHGHTAaMH CepBepa 3a
JIOTIOMOT010 SIK CAMOCTIHO BUIYIIEHUX CEPTU(IKATIB, TaK
1 ICHYIOUHX HassBHUX cepTU(IKATIB.

34.ITHCTpyMEHT NJisi KepyBaHHS CTaHOM JIIEH31i (HaBiTh O€3
BUKOPHCTAHHS CepBepa aIMiHICTPyBaHHS.

35.MOX/IMBICTh  JI€AKTUBYBATH JIIEH31I0 aHTUBIPYCHHUX
MPOJYKTIB HAaBiTh HAa POOOUYMX CTAHINSI O SKUX HEMAE
¢bi3ugHOTr0 200 BiAIATEHOTO JOCTYITY




36.MO>X/IMBICTh BCTAHOBJICHHS CEpBEPY aAMIHICTPYBaHHS Ha
OC Windows Tta Linux

37.1loctauanHsi cepBepa aJAMIHICTPYBaHHS y PO3TOPHYTOMY
BUTJISAZ, TOTOBOMY JUISI BUKOPUCTaHHA Yy  TaKHUX
BIpTyaJIbHUX cepenoBHiax, sk Microsoft Hyper-V, Oracle
VirtualBox, VMware (ESXi/vSphere/Player/Workstation).

38.IlinTpumka cucteMm BipTyamizamii Takux sk VMware
Horizon 8.x a6o Citrix XenCenter/XenServer 8+

39.MoXIMBICTh BH3HAYaTH, SKa BIpTyaJlbHa MallvHa OyJe
JDKEpEJIoM JUIsl KOMiIOBaHHSA a00 KIIOHYBaHHS Y CHCTEMax
VDI.

40.HasBHicTp MalicTpa HaJalITyBaHHS [UJI1 BU3HAYCHHS
JeTaNbHUX IMapaMeTpiB Juisl iHTerpanii 3 cucremamu VDI

41.MoxJIMBICTh OOMpaTH BapiaHTH 00pOOKH iAeHTH(IKATOPIB
KIIOHOBAHUX KOMIT'IOTEpiB, Taki sK 3ICTaBISHHSI 3
HasBHUMU KOMIT'lOTepaMH a00 CTBOPEHHS  HOBHX
KOMIT TOTEPIB.

42 MoXHBICTh BU3HAUATH TapaMETPH IIa0JIOHY iIMEHYBaHHS
VDI nns MUTTEBHX KJIOHIB 200 KaTaJjoriB MaIlIHH.

43.HasBHICTh TIEPEIBCTAHOBJIICHUX IMA0JIOHIB B CHCTEMI
CMOBIIEHb Uil iHGOPMYBaHHS TIPO  HEKOPEKTHY
iHAeHTH(]IKAI[II0O  KJIOHOBAaHHHMX  MAIllMH, M0 JIa€
MOJKJIMBICTh CIIOBIIIATH TPO HEKOPEKTHO HAJAIITOBAHY
iHTerparito ¢ cucreMamu VDI.

44 HasBHICTH aBTOMAaTUYHOI'O OHOBJICHHSI ar€HTY YIIPABIIIHHSA,
o0 Jla€ MOXJIMBICTh 0€3 BTpy4YaHHsS aJMIHICTPaTOpiB
BUKOPUCTOBYBATH aKTyabHI Bepcii.

45.HasBHICTh MEXaHI3My pO3MO/iIy aBTOMAaTHYHOTO MIPOLECY
OHOBJIEHHS, IO JIO3BOJISIE 3HU3UTH HABAaHTAXKEHHS Ha
Mepexy Ta KOMI'IOTEPH B LILIIOMY.

46.Mo>xIMBICTh BCTAHOBJICHHSI areHTy ynpaBiiHHsg Ha ARM64
IIPOIIECOpPaX.

47.HasBHicTh (pyHKIIOHATY CTBOPEHHSI IUIOIIA0K BIAMOBIIAHO
70 (il KoMIaHii, 1110 103BOJIsI€ HA3HAYUTH NIEBHY YAaCTUHY
TieH3ii okpeMuM (pimisM.

48.HasBHicTh (yHKI[IOHAy BH3HA4YCHHS aJMiHICTpaTopa
rTomaaku abo ¢iii 3 BIAMOBIAHO YaCTUHOKO JIIIEH3II.

Bumozu 0o 3axucmy Kinyegux mouox

1. ABromMaTH4He BU3HAYCHHS pOJIeH cepBepa sl CTBOPIOBAHS
ABTOMATUYHUX BUKIIOYEHb I crHerudidaux Qaiinis,
ManoK, mporpam, IO JO03BOJIsi€ MIHIMI3yBaTH BIUTUB Ha
po0OTY cepBepHOi onepaliifHoOT CHCTEMHU.

2. Hamanus 3axucty BiA: BipyciB, TpostHCbkoro I13,
pexnamuoro I13, ¢imunry, a Takox mmnuryHcskoro I13.

3. Haganns 3axucty Big mkigmBoro I[I3 - meBHOrO
IIKIITTABOTO KOy, SIKUM JTOJA€THCS HA TI0OYATOK a00 KiHEeIlb
KOy HasBHUX ¢ainiB Ha Komm'roTepi. BusBieHHs
mkigmuBoro I3 mOBMHHO  3MIWCHIOBATHUCA — SIAPOM
BUSIBJICHHS B TMO€JIHAHHI 3 KOMIIOHEHTOM MAIIMHHOTO
HaBYaHHS.




4. HaganHs 3axXUCTy BiJ MOTEHIIHHO HeOa)xaHUX MpPOTpam,
SKHX HE MO’KHa OHO3HAYHO BigHECTH N0 mmiKiaimuBoro [13
32 QHAJIOTIEI0 3 TaKUMH OE€3yMOBHO UHIKIIJTUBUMH
nporpamMamMu, sIK BipycH a0o TpOsSHH, aje ILi Mporpamu
MOXYTb IHCTAJIIOBAaTH J0JIaTKOBe Hebaxkane I13, 3MiHIOBaTH
HaJIAIITyBaHHS CUCTEMH, a TAKOYK BUKOHYBATH HEOUiKyBaHi
nii abo 1ii, He MATBEPIKEHI KOPUCTYBAUEM.

5. HanmanHs 3aXuCTy BijJ MOTEHIIMHO HEOE3MEUYHUX TIPOTPaM -
pizHoMaHiTHOrO II3, 110 MOXE€ BUKOPUCTOBYBATHUCS MAJIS
3JI0BMUCHUX  LIeH, TakUX SK HECAaHKLIOHOBaHUM
BiIIaJICHUH JIOCTYI, BHWKpaJACHHS abo 3jaM MapoJliB,
KJIaBlaTypHI IIITUTYHH TOIIIO.

6. HaganHs 3axucTy BiA MiIO3pUIHX MPOrpaM — Mporpam, siki
CTHCHYTI THMU NaKyBaJbHUKaMHU ab0 MPOTEKTOPAMH, IO
4acTO BUKOPHUCTOBYIOTh 3JIOBMUCHHMKH 3a JUIsl TOro, 1100
3amo0irTM  BUSBICHHIO  HIKIJIMBOTO  MPOTPAMHOTO
3a0e3neueHHs.

7. HanmaHHs 3axucTy BiJ HEOE3MEYHHUX MPOTrpaM PYTKITIB, SKi
HaJaloTh 3JIOBMUCHUKaM 3 [HTepHeTy HeoOMexXeHU
JIOCTYIl IO CHCTEMH, BOJHOYAC TPUXOBYIOYH CBOIO
MIPUCYTHICTH B ONIEpAIliifHil CHCTEM.

8. MOXITUBICTB JUIs PI3HUX KaTEropiid 3arpo3 HaJalTOBYBAaTH
OKpeMi piBHI pearyBaHHS SIK JUIS 3aXHCTy, TaK 1 JUIs
3BITYBaHHS.

9. MOXITUBICTh pOOUTH BHUKIIIOYCHHS 31 CKAaHYyBaHHS MEBHUX
(aiiniB, sIK1 HE € IIKIJUIMBUMH, ajleé CKAaHYBaHHS IKHX MOXeE
CIPUYMHUTH BIIXWIEHHS B poOoTi abo BIUIMBAaTH Ha
MPOAYKTUBHICTh CUCTEMHU.

10. MoOXJIUBICTE CTBOPIOBATHU BUKITIOUEHHSI IS
3arajlbHOCUCTEMHUX IMPOLECIB 3 METOK IOKpaIlUTH
HIBUJIKICTE pOOOTH CHUCTEMHHX CIIY>X0 Ta MiHIMI3yBaTH
BTpy4aHHs B nporuec podotu OC.

11.  MoxnuBicTh 3/1IHCHIOBATH HEepeBIpKY
3aBaHTa)XyBaJIbHUX CEKTOPIB Ha HAsABHICTh BIPYCIB Yy
TOJIOBHOMY 3aBaHTa)XyBaJbHOMY 3aIlUCi, B TOMY YHUCIi Y
inTepeiici UEFL.

12. 3a0e3nedeHHs aHTUBIPYCHOTO 3aXUCTy B PEXKUMI
pearbHOrOo Yacy.

13. BukopuCTaHHS EBPUCTHYHHX TEXHOJIOTiH BIAacHOI
pO3p0oOKH i Yac CKaHyBaHHS.

14.  AHTHBIpyCHE CKaHyBaHHS 3a BHMOTIOI0 KOpPHCTyBaya
abo ajMiHICTpaTOpa Ta 3riHO rpadiky.

15. Moaynbs 3axUCTy JOKYMEHTIB, IO /1a€ MOXKJIHUBICTh
nepeBipaTd  Makpocu Microsoft Office Ha HasBHICTD
3JI0BMHCHOTO KOJY.

16. MoxnuBicTh ckaHyBaHHS (haiiiiB mig yac 3amycky OC.

17.  MoxnuBicte ckanyBanHi WMI Ta cuctemHOro
peecTpy, yCiX pO3IUTIB Ta MiAPO3MALTIB, IO 3abe3medye
3axXMCT BiJ HIKiJTTUBOTO IMPOTPAMHOT0O KOy Ta 3JIOBMHUCHUX
MOCHJIAHb, SIKI TOIIUPIOIOTHCS Y BUTIISIII JTAHHX.




18.  HasgBuicTs BOyOBaHOTO 1HCTpYMEHTA, 110 00'€THYE B
co0l JEeKiTbKa YTWIIT JUIS OYMINEHHS 3aJIMIIKIB CKIIATHUX
cTilikux 3arpo3, Takux sik Conficker, Sirefef, Necurs Ta iH.

19.  CkanyBaHHsS KOMI'IOTepa y HEaKTUBHOMY CTaHi.

20.  MoxnuBICTh BH3HA4YCHHS JICTAJLHUX IapaMeTpiB
poOOTH aHTHUBIPYCHOTO CKaHEpa, TaKUX $IK: BU3HAYCHHS
00’€KTIB Ta  METOMIB  CKaHyBaHHS,  MOXJIHMBICTh
BCTAHOBJICHHS  MaKCHMaJlbHOTO  pO3Mipy Ta  4acy
CKaHyBaHHS (hailily, MakCUMaibHy TIJIMOUHY BKJIaJICHHS
apxiBy Ta CTBOPEHHS BUKJIIOUEHb.

21. Bukopucranas 64-6iToBOTo sipa AJi CKaHyBaHHS, 1110
3MEHIIy€ HABAHTAXXCHHS Ha CUCTEMY Ta JI03BOJISIE 3pOOUTH
HaWIIBU/LII Ta Halle()eKTUBHIII CKaHYBaHHS

22.  MoOXIuBICTh BUKOPHUCTaHHS TEXHOJOTIM MAIIMHHOTO
HaBYaHHS JIJ1s ORI MOTTUOIEHOTO aHAT3y KOy 3 METOIO
BUSIBJICHHS 3JIOBMHCHOI TOBEIIHKHM Ta XapaKTEPUCTHK
3JI0BMHCHOTO TIPOTPAMHOT0 3a0e3edeHHs.

23. Monyne 3aXHCTy BiJl €KCIUIOHTIB KW 3a0e3mnedye
3axHCT BiJ 3arpo3 34aTHUX BUKOPHCTOBYBATH yPa3IMBOCTI
PI3HOMaHITHHX J0JIaTKiB, TakuXx sk Java, Flash Tomo.

24.  Monyinb, skuii rTHOOKO aHaITI3Y€ 3amyIeH] MPOIIeCH Ta
ix mismpHICTE B (ainoBiii cuctemi, mo 3abe3mnedye
JIOJATKOBUM PpIBEHb 3aXHCTy BiJl NpOrpaM-BUMaradib
(Ransomware).

25. Monyne CkaHyBaHHS OIEpPAaTHBHOI MaM'siTi, SKHA
3/aTe€H BIACTEKYBaTH pOOOTY MiJO3PUIMX 3aMyLIEHUX
MPOIECiB, IO J03BOJIAE 3arMoOIrTH 3apakeHHIO HaBiTh
peTenbHO 3amn(pPOBaHUMHU Ta IPUXOBAHUMHU 3arpo3aMHu.

26.  HasBHicTh cucremu BusBieHHs: BropraeHs (HIPS), mo
CIIIJIKY€ 3a 3aIlyCKOM IpOrpaM Ta 3MiHAMU B CHCTEMHOMY
peecTpi Ta 3aXuIllae KOMI'I0Tep Bij IIKIUIMBUX IPOrpaM i
HebakaHOT aKTUBHOCTI.

27. MoXIMBICTb CTBOPIOBATH BJIACHI TMpaBuia JUis
KOHTPOJIIO 3alyLIEHUX IPOIeCiB, BUKOHYBaHUX (aillliB Ta
PO3ALIIB peecTpy.

28.  MoxJIMBICTh iHTErparii 3aXucTy poOOYMX CTaHILIN Ta
CEepBEpIB 3 XMAapHOK MICOYHHUIICK (TIpW HASBHOCTI
JIOTaTKOBO1 JIilleH3ii), 0e3 HEeOOX1HOCTI BCTAHOBJICHHS
J0JJATKOBUX MPOTPAMHHX MPOTYKTIB.

29.  ABTOMaTWYHA aHTHBIpYCHA TMepeBipKa 3MiHHUX HOCIiB.

30. HasBHiCTh IHCTPYMEHTY, SIKHH 3MOXKE 3[iHCHIOBATH
KOHTPOJIb TIAKITIOUEHHS 10 po00Y0i CTaHI[ii 3MIHHUX HOCIiB
IIJITXOM CTBOPEHHS TIPABMII JIOCTYITY, & caMe: OJIOKYBaHHS,
JI03B1JI, TUTBKH YNTAHHS, YATAHHS Ta 3aIHC, TOTIEPEHKECHHSI.

31. MO>XIUBICTB 3AIMCHIOBATH KOHTPOJb IMIKITFOYSHHS 10
po6090i CTaHIlii 30BHINTHIX TPUCTPOIB 33 TUIIOM IPUCTPOIO,
32 BHUPOOHHMKOM, MOJACIUII0O ab0 CEepIMHHUM HOMEPOM
MIPUCTPOIO.

32.  MOXIMBICTb CTBOPIOBaTH TPYNH JO3BOJCHHUX a0O0
3a00pOHEHMX 30BHILIHIX MPUCTPOIB.




33. MOXIIHMBICTB 3200pOHSATH 200 T03BOJISITH T AKITIOYCHHS
30BHIIIHIX NPHUCTPOIB K Ui BCIX, TaK 1 JUISI OKPEMHUX
KopuctyBadiB abo rpyn Windows abo qomeHy.

34.  MOoXIUBICTh 33J]aBaTH YacOBI IHTEPBAJIH, IO JTO3BOJISE
OUIbII THYYKO HaJAIITOBYBAaTH IPaBWJIa KOHTPOJIIO
MPUCTPOIB.

35. 3abe3nedyeHHs J0IaTKOBOTO PIBHS 3aXUCTY IMOIITOBOTO
Tpadiky Ha poOOYid CcTaHIli NOUIAXOM IHTErparii 10
MOIITOBOTO KIIEHTY, 3 MOXUIMBICTIO TiepeBipku POP3,
POP3S, SMTP, IMAP ta IMAPS Ta nepeBipKu MOIMITOBUX
BKJIaJieHb, ocoOinuBo Ha Ttux IIK, mo TtumuacoBo abo
MOCTIHO 3HAXOAATHCS 32 MEXKAMU KOPIIOPATUBHOT MEpEXKi.

36. MOXIIMBICTH aBTOMAaTUYHO BUIAIATH abo
nepeMillyBaTH 3apakeHy MOIITY /10 BKa3aHOT'O KaTajory y
MOIITOBOMY KJII€HTI.

37. HasBHicTh MOIyJdsl 3aXWCTy BiJ CIaMy BIIACHOI
pPO3pPOOKM 3 MOXKIUBICTIO IHTErparii 10 IMOIITOBOTO
KIIIEHTY, 110 3a0e3Meuye TOJAaTKOBHI PiBEHb 3aXHCTy BiJ
cnamy, ocobnmuBo Ha Tux [1K, mo TnMyacoBo abo mocTiitHO
3HaXOATHCA 32 MEKaMH KOPIIOPATUBHOI MEPEXKi.

38.  MOXJIHBICTD BUKOPHCTOBYBATH OiJIi Ta YOPHI CIIUCKU
cmaM-ajipecariB K KOPHUCTYBaJbHHMIBKI  (THydKa
MepCcoHAMI3aIlisl 1HTEIIEKTYAIBbHOTO CHaM-MOJYJII0), TaK 1
ri00anpH1, 1HGOpMallid 10 SKUX HAaIXOIAUTh 3 CEpBEpIB
OHOBJICHHS.

39.  3abe3neyeHHs DOAATKOBOTO PIiBHS 3aXHCTy IHTEpHET-
tpadiky nusixom nepesipku HTTP, HTTPS tpadiky, mo
Jla€  MOXJIUBICTb HE TUIBKM OJIoKyBaTtu (aiinm, 110
NepeaaThes UMM MIPOTOKOIaMH, a i OJIOKYBaTH aapecu
TaKuX HeOe3NMeuHUX pecypciB, K (DIMIMHIOBI caiiTy,
cepBepu 60THeTiB, koMaHHi (C&C) cepBepu APT, a Takox
cepBepH, W10  PO3MOBCIOMKYIOTH  3arpo3d  KJlacy
«ransomware.

40. MOXIUBICT CTBOPEHHS CHHCKIB 3a0JIOKOBaHUX,
JI03BOJICHUX a00 BUKIIOUeHHX 3 nepeBipku URL-anpec.

41.  MoxnuBiCTh OJIOKYyBaTH 3aBaHTaKeHHS 3 IHTepHeTy
(haiiniB 3a BKazaHUM PO3IIUPEHHSIM, 0c00aMBO Ha THX [IK,
0 TUMYAacOBO a00 IOCTIHHO 3HAXOAATHCS 33 MEKaMH
KOPHOPaTHUBHOI MEPEXKI.

42.  MoxnuBicTh TepeBipku Tmpotokomy SSL sk B
aBTOMAaTUYHOMY, TaK 1 B IHTEPAKTUBHOMY PEKHUMax.

43.  TlepeBipka mificHOCTI Ta mimicHOCTI cepTudikariB SSL-
Tpadiky.

44.  MoxnuBIiCTh  KepyBaTH  CIMCKAaMHU  JIOBIPEHUX
cepTu(ikaTiB Ta cepTU(IKATIB BUKIIOYESHUX 3 IEPEBIPKH, a
TaKOX MOXJUBICTH BHOOpPY Jii TMNpuW BU3HAYCHHI
ceprudikara HEJIIOUNM, HEBU3HAYECHUM abo
MOIIKOKEHUM .

45.  HasBHiCTh JOJATKOBOTO MOIYJIS, IKH 1a€ MOXKIIUBICTD
3amyckaTu Opay3epu Yy 3aXMIEHOMY pPEXHMi 3 METOI0
OJ10KyBaHHS CIIpo0 BTpY4YaHHs B 00JIacTh nam'siTi Opaysepa




Ta BMICTY HOro BIKOH, a TaKOX JOAAaTKOBOTO 3aXMCTY
KPUTHYHHX 1HTEPHET 3 €IHaHb TaKUX 5K IHTEPHET-TUIATEXki
Ta IHTEpHET-0AHKIHT TOLIO.

46. MOXIUBICT CTBOPEHHS BUKIIOYEHb 3 TIEPEBIPKH
TpadiKy I OKpeMHX Iporpam ta okpemux [P-06'exriB (IP-
azapeciB, niama3oHiB [P-aapeciB, miamepex).

47. HasBHIiCT,  TepcOHaIBLHOTO  OpaHaMayepa IS
3MIMCHEHHS MepekeBoi (uIbTparii Ta 3aXHCTy SK Bij
30BHIIIHIX, TaK 1 JOKaJbHUX MEPEKEBUX aTaK.

48.  HasBHicTh y MIePCOHAIBHOMY OpaHaMayepy
IHTEPaKTUBHOTO PEXKUMY, 110 HAJAE IeTaIbHY 1H(GOPMAIIiI0
PO HOBE HEBIIOME MepexeBe 3'€HaHHS Ta Jae
MOKJIUBICTh HE TUTbKH cTBOproBaTH Ha [1IK HOBe mpaBuio
MepexkeBOi (iabTparii s BUABICHOTO 3'€IHAHHS, a W
BKa3yBaTH JIeTaJIbHI HATAIITYBaHHS JIJIsl HHOTO.

49. HasBHicTh y TepCOHAIBHOMY OpaHaMayepy peKuMy
HaBYaHHS, 1110 Ja€ MOXKIIMBICTh aIMIHICTPATOPY BiJAAICHO
HAJIAIITOBYBATH [JO3BUIbHI TpaBWJa Ui MEPEKEBUX
JOJaTKIB Ta O0JIaJHAHHS.

50. HasBHicTh pemakTopa mpaBui, IO A€ MOXKIIUBICTh HE
TUIBKH pelaryBaTH CTBOpPEHI MpaBWia, a W KepyBaTH
BOYJJOBaHUMH  TPaBWIAMH, SKAX  JOCTaTHBO  JUIS
MEPBUHHOTO PETEIHHOrO 3aXHCTy BiJ HECAHKI[IOHOBAHUX
MEpEeKEBHX 3'€THAHB Ta JIOKAITbHUX MEPEKEBHUX aTaK.

51. MoXnuBICTP  CTBOPIOBaTHM  IpaBHJIa  MEPEXKEBOI
¢biapTpalii 11 KOHKPETHUX MPOrpaM 1 CepBiCiB.

52. MOXIMBICTb  CTBOPIOBAaTH Ui  NEPCOHAIBHOIO
OpanznMayepy pi3Hi npo¢iiai , sKIi MOXYTh aBTOMaTHYHO
NEPEKIII0YaTUCs, B 3aJIEKHOCTI BiJl TOrO, 10 SIKOI Mepexi
MKITI0YEHO KOMI'TOTED.

53.  MOXIMBICTb BHUKOPUCTOBYBaTH Yy MEPCOHAIBHOMY
OpaHziMayepi 10JJaTKOBY aBTEHTU(IKALII0 MEPEXi 3 METOIO
3ano0iraHHg HecaHKIioHOBaHoro migkmoueHHs IIK 1o
HEBIJIOMHUX HEOE3MEUHUX MEPEexK.

54.  HasBHICTh AOAATKOBOTO (PYHKIIOHATY MEPCOHAIHLHOTO
OpaHznMayepy, IO J03BOJISIE MEPErysiiaTH BCIO JIETAIbHY
iH(pOpMaLlil0 1O BCIX HAABHUX MEPEKEBUX 3'€IHAHHAX, a
TaKOK TOIEpe/HKATH KOPUCTyBava MpO MiAKIIOUEHHS 10
He3axuiieHoi mepexi Wi-Fi.

55. MoXIHMBICTh HaJAITYBaHHS JOJAaTKOBUX IapaMmeTpiB
MOAyJsl cucTeMH BHsBIeHHs BToprHeHb (IDS) 3 meroro
BUSIBJICHHS PI3HHUX THUIIIB MOXIIMBUX MEPEKEBHX aTak Ha
KOMIT IOTEp.

56. MoOXIHMBICTH ~ BUKOPHUCTAHHS  TEXHOJIOTii,  sKa
3a0e3neuye 3aXUCT Bij 3arpo3 Tumy "0oTHeT"

57.  3axuct ypa3jauMBOCTEH MEpEKEBOTO IMPOTOKOIY, IO
MOKpalllye BUSBICHHS 3arpo3, sKi BHUKOPUCTOBYIOThH
HE/IOJIIKK MEpPEeXEBHUX NMPOTOKOMIB, Takux sk SMB, RPC,
RDPiT.1.

58. HasiBHiICTh ~ yIpOBaPKEHHX  METOJIB  BHSIBJICHHS
PI3HOMAaHITHHX aTak, [0 HaMararThCs BUKOPHCTOBYBATH




BPa3JIMBOCTI TMPOTPaMHOr0 3a0e3MeueHHs Ta HaJaHHSI
JOKJIaAHImoi iHpopmanii npo inenTudikaropu CVE

59. MoxmuBicte mnepernsgatu Ha IIK  aBTOMarmuHO
3a0JI0KOBaHI MEpeXeBi 3'€HaHHS Ta, 3a HEOOXITHICTIO,
THUMYacoOBO JO3BOJISITH KOHKPETHI Oe3Me4yHi MepexeBi
3'eTHAHHS.

60. HasBHiCTh 701aTKOBOTO (DYHKIITIOHATY TTEPCOHATIBHOTO
OpaHzaMmayepy, 110 Aae€ MOXIMBicTh neperysigaru Ha I1K
nepenik 3abnokoBanux IP-aapec, Hamae iHdopmariiro mpo
IPUYMHU MOTPAIUISHHSA 70 YOPHOI'O CIIUCKY, Ta J103BOJISE
3pOOUTH BUKIIFOYEHHS /7151 KOHKPETHUX O€3MEeUHUX ajipec.

61. HasBHiCTh 70/1aTKOBOTO (DYHKIIIOHATY TTEPCOHAIBHOTO
Opanamayepy, SKAW 30aT€H BHSBISATH Ti 3MIHA B
MEpeXeBUX  NporpaMax, 1LI0  CIOPUYMHWIM  HOBI
HECaHKI[IOHOBaHI MEPEKEB1 3'€THAHHS.

62.  ®dinbTpamnis iHTepHET-TpadiKYy.

63.  HasBHicTs MOIYIIst BEO-KOHTPOITIO, IO A€ MOKIIMBICTD
00MeXKyBaTH JOCTYII IO IEBHUX KATETOPii CalTIB.

64. 27 xateropiii ¢inpTpanii iHTEepHET-TpadiKy, B SIKUX
posmoxineni Oinmpm HiK 100 mixkareropiif, a TaKoX
MOJIMBICTh ~ CTBOPDIOBAaTH Tpynmu 3  KaTeropii Ta
IiIKaTeropii.

65. MoxmBICTb  CTBOpIOBAaTHM  MpaBwWia  QuibTparii
iHTepHeT-TpadiKy Ui pi3HUX KopucTyBayiB Ta rpyn OC
Windows abo nomeny.

66. MOXIHMBICTh 33JaBaTH YacOBI IHTEPBAJIH, IO JTO3BOJISIE
OB THYYKO HaJaIITOBYBATH IIpaBuiIa BeO-PuIbTpaLlii.
67. PermameHTHe OHOBIEHHs BIpyCHHMX 0a3 He MeHIue 24

pasiB 3a 100y.

68. OTpuMaHHS OHOBJEHHA KJII€HTIB 3 JIOKaJbHOTO
CXOBMILA Ha cepBepi, L0 JO03BOJSE MIATPUMYBATH
aKTyaJbHICTh AHTHUBIPYCHOI'O 3aXHCTy B 3aKpPUTHUX
130JIbOBaHUX MepeXkax, 110 He MaloTh JOCTYIY J0 MEpexi
InrepHer.

69. MOXIHMBICTb CTBOPEHHS J3€pKaja OHOBJIEHb Ha 0a3i
pillieHb Il 3aXUCTY KiHIIEBUX TOYOK.

70.  MOXJIHBICTD OTPUMYBAaTH OHOBJIICHHS BIpyCHHX 0a3 3
PE3EPBHUX JDKEpEIN, SKIIO OCHOBHE JDKEPEIIO OHOBJICHHS
OyJie HEeJJOCSIKHE.

71. MoxnuBicTh  JJi1  NOPTAaTUBHUX  KOMIT'IOTEPIB
OTPUMYBATH OHOBJICHHA 3 CE€PBEPIB BUPOOHHKA OH-NIAMH, Y
pasi mepeOyBaHHS 110332 KOPITOPATUBHOIO MEPEIKEIO.

72. Bigkar OHOBIEHb 3 MOXKIIUBICTIO TOBEPHYTHCS IO
nomnepeaHix Bepciii 06a3 BIPYCHUX CHUTHATYp 1 MOJIYJIiB
OHOBJICHHS, Ta MOXUIUBICTIO THMYAacOBO TPU3YITHHUTH
OHOBJICHHsI 200 BCTAHOBJIIOBAaTH HOB1 BPYUHY.

73. MOXIUBICTH OHOBJICHHS y PEKHMI OTPUMAHHS
pEryJIsipHUX, TECTOBUX Ta BIJIKJIaIEHUX OHOBJICHb.

74.  THCTpYMEHTH MOHITOPHHTY, OIL[IHKM CTaHy O€3IMEKH Ta
pearyBaHHSI:




75.  HasBHIiCTh MeXaHi3My KOHTPOJIIO 32 CTAHOM O€3MeKH Ta
aKTyaibHicTIO oHOBIIeHb OC.

76.  HasBHICTH IHCTPYMEHTY MAJsl JIarHOCTUKU CHUCTEMH,
SAKHM Ma€ MOJMIIMBICTh CTBOPIOBATH 3HIMKH CTaHy
OTIepaIiftHOI CHUCTeMH ISl TIOJIAIBIIOT0 TIIMOOKO aHaji3y
PI3HOMAHITHUX acCIeKTIB POOOTH OmeparifiHOl CHCTEMH,
BKJIIOUAIOYM  3allyIlIE€HI [pOLeCH, KOHTEHT peecTpy,
iHcTanpoBaHe I13, Mepexesi 3'eTHaHHS.

77. MoXnuBICTh  BH3HAYEHHS  PIBHA  KPUTHYHOCTI
(nebe3meuHuii, HEBIJOMHUH, MAaJIOBiIOMHMIA, OC3MCUHUIN)
3HA4YEHb PI3HOMAHITHHX MapaMeTPiB ONEPAIIHOT CHCTEMH,
3 METOI0 BUSIBJICHHS HECAaHKILIOHOBAaHMX Ta HeOe3NmeuyHuX
3MiH y OIeparlliiHiii cucremi.

78.  MOXIHUBICT, TIOPIBHIOBATH Pi3HI 3HIMKH CTaHy
CUCTEMH 3 METOIO BUSIBIICHHS 3MiH, sIKi BiI0YJIUCh B CUCTEMI
3a BUBHAYEHHUH Yac.

79.  MOXJIHBICTD CTBOPIOBATH Ta BiIJaJICHO BHKOHYBATH
CKPHUINTH, IO JacTh 3Mory Ha BimnaieHomy I[1K 3ynuasaTH
3aIyIICHI MPOIECH Ta CITy>)KOW, BUIAISATH TUIKH PEECTPY,
OJIOKYyBaTH MEPEKEBI 3'€THAHHS.

80.  JlokampHe 30epiraHHs XypHaJIiB HA POOOYHMX CTAHIIISX.

81. HasiBHiCTH TUIaHYBaJIbHWKA 3aBJaHb, SKHWA J1acTh
MOJKJIMBICTh CTBOPIOBATH 3aIlVIAHOBaHI 3aBJaHHS, Cepes
SIKUX: 3aIyCK 30BHIIIHbOI IPOTpamu, nepesipka (Haisis mija
gac 3amycKy CHCTEMH, CTBOPEHHS 3HIMKAa CTaHY CHUCTEMH,
nepeBipka KOMIT'IOTE€pa, OHOBJEHHS BIpyCcHUX ©0a3 Ta
MOJIyJIiB MPOTPaMH.

82. MOXJIUBICTE MJIaHyBaHHS 3aBJaHb, SIK1
3aIyCKaTUMYyThCsl OAHOPA30BO, MEPIOAMYHO, a TAKOX 3a
YMOBH BUHUKHEHHSI KOHKPETHUX MOIMH.

83.  MOXIMBICTh CTBOPEHHS Yy IJIAaHYBAJIbHUKY AEKUIBKOX
OTHOTUITHUX 3aBIaHb 3 PI3HOI TNEPIOANYHICTIO abo
PI3HUMH YMOBaMH 3aITyCKY.

84.  MOXIHUBICTh CTBOPEHHS 3aBaHTAXKYBaJIbHOTO JIUCKY SIK
Ha CD-, tak 1 Ha USB-HOCIIX 3 BCTAHOBJIECHHUM
AHTUBIPYCHUM TPOTYKTOM.

85. MOXIMBICTD 3aXHCTY MapoJieM MapaMeTpiB PillIeHHS
JUTSI 3aXUCTY KIHIICBOT TOYKH.

86.  HasBHicTh pesxuMy nepeBU3HAYCHHS MOJIITHKH, 1110 1a€
CUCTEMHOMY aJMIHICTpPAaTOpy THUMYAacOBY MOXKIIUBICTh
3mintoBaTH Ha [1K T1 HamamryBanHs anTuBipycHoro 13, o
MPU3HAYAIOTHCS  TOJITHKOIK, Ta  HEAOCSHKHI  JJIA
penaryBaHHs, 3 METOK THYYKOTO  HAIANITyBaHHS
anTuBipycHoro I13 y cnenudiyHoMy cepe1oBuUIILi.

87. TI'padiunmii inTepdeiic, CcyMicHHUI 13 CEHCOPHHUM
€KpaHOM BHCOKOI PO31IHHOT 34aTHOCTI.

88.  MOXIUBICTh THYYKO HAJAIITOBYBATH CIIOBIIICHHS Ta
MOB1IOMJICHHSI ITPO MOAI{ Ha pOO0YOMY CTOJI KOPHCTyBaya.

89. MoxnuBICT,  BIJJAJNICHOTO  BCTAHOBJICHHS  Ha
KJIIEHTCHKY po0OYy CTaHIIiO




90. MoxuBicTh npeaBcTaHOBICHHA HAa okpemux [1K abo y
o6pa3i VDI 3a 1onoMororo KOMILIEKCHOTO IHCTAISITOPY, IO
JacTh MOXIIMBICTB 3'€HYBAaTHCh 3 CEPBEPOM YIIPABIIHHSI
OJpa3y MICNiA MiAKIIOYEHHS A0 Mepexi abo 3amycky y
cepenosuiti VDI

91. MOXIJIMBICTh JO3BOJIATA OHOBJIEHHS KOMIIOHEHTIB B
aBTOMaTMYHOMY  peXHMI, 110  Ja€  MOXJIUBICTb
3aBaHTAKUTH Ta 1HCTAJIIOBATH KOMIIOHEHTH 0€3 BTpyUYaHHS
aaMmiHicTpaTopa abo KOpUCTyBayva.

92. MOXIUBICTh OHOBJICHHS KOMIIOHGHTIB B PYYHOMY
peXHMi, IO Ja€ MOKIUBICTh OHOBJICHHSI KOMIIOHEHTIB Ha
HEKEPOBAHMX POOOYMX CTAHIIISX.

93. MOXJIMBICTP OHOBJIEHHSA IEAKUX KOMIIOHEHTIB Oe€3
HEOOX1AHOCTI nepe3aBaHTaKEeHHS TUIST MOYaTKy
(GyHKI[IOHYBaHHS.

94. IlintpumMka poOOTHM TmporpaM, IO MPAlIOITh B
MMOBHOCKPAHHOMY PEXKHUMi, 3 MOKIUBICTIO TIPUXOBATH BCI
TTOBIJOMJICHHS BiJ aHTUBIpYycHOTO [13.

9. "V aHTHUBIPYCHOMY MPOIYKTI MOBHHI
BUKOPHUCTOBYBATHCS HE 3aII03WYCHI, a BIACHI TEXHOJIOT1YH1
PO3poOKH 1ist eheKTUBHOT pOOOTH YCIX OCHOBHUX MOJTYJIiB
Ta ceppiciB. Hampuknan: sapo BUSBICHHS, IO MICTHTH
0e3/li4  aKTyaJIbHUX METOMIB  BHSIBJICHHS, XMapHHMA
pernyTaiiiHui cepBiCc Ta CHCTEMa CBOEYACHOTO BUSIBJICHHS,
TEXHOJIOTiS, IO 3MEHIIye 4dYac CKaHyBaHHS Ta
HaBaHTakeHHs Ha OC, IHTeNeKTyalbHE AP0 aHTUCIAMY,
TEXHOJIOTiSl /Il 3MEHIICHHS BUKOPUCTAHHS peCypcCiB
BIPTYaJILHOT'O cepefoBuma."”

96. MoOXIMBICTb KpiIM OCHOBHOI'O BKa3aTH pe3epBHI
CepBepHU aIMIHICTPyBaHHS.

97.  HasBHICTb IHCTPYMEHTY BiIJJAJIEHOTO YIIPABIiHHS.

98. Husbke cnoxuBanHs pecypciB [IK akryansHMMHU
aHTHUBIPYCHUMHM MPOAYKTaMH (CYKYyITHO yciMa MpOLECaMH:
rpagiyHui 1HTEpdeiic, mpolec KOMIUIEKCHOTO 3aXHUCTY,
ciyx0a BigganeHoro aamiHictpyBanHs): 50-100 Mb
orepaTtuBHOI mam'siTi, 2-35 % LEeHTpaIbHOTO MPOLECOPY.

99.  HasBHicTh 6araTOMOBHOTO 1HCTAJSTOpA, IKUHA MICTHTD
B c001 B TOMY YHCJIl YKPaiHCbKY MOBY.

100. TITigrpumka OC: Microsoft Windows 7 (SP1); Microsoft
Windows 8; Microsoft Windows 8.1; Microsoft Windows
10; Microsoft Windows 11; Ubuntu Desktop 18.04 LTS 64-
bit; Ubuntu Desktop 20.04 LTS; Ubuntu Desktop 22.04
LTS; Red Hat Enterprise Linux 7, 8 .; SUSE Linux
Enterprise Desktop 15; Linux Mint 20; macOS 10.12 ta
o6utpmr HoB1 Bepcii: Android 5 (Lollipop) Ta Guibin HOBI
Bepcii:

101. [Ilinrpumka Microsoft Windows 10 Multi-session Ta
Azure virtualized Windows 10

Bumozu 0o 3axucmy cepeepie

1. ABTOoMaTHYHE BU3HAYEHHS POJICH cepBepa Il CTBOPIOBAHS
ABTOMATUYHUX BHKJIIOUEHb I crenudiuanx ¢aimis,




MaroK, Mmporpam, L0 J03BOJsi€ MiHIMI3yBaTH BIUIMB Ha
po0OTY cepBepHOi onepaliifHOT CHCTEMHU.

2. HanmaHHs 3aXUCTy BiA: IKIJUIMBUX MPOTrpam, TPOSHCHKOTO

[13, knaBiaTypHuX mmioHiB, peknamuoro 113, ¢immunry,

MIUryHebkoro 13, pyTkiTiB, CKpHMNTIB, MOTEHIIMHOTO

HebaxkaHoro ta Hebesneuynoro [13.

3a0e3neyeHHs 3aXUCTy B PEXKHUMI pealbHOTO Yacy.

4. BUKOpUCTAaHHS ©BPUCTUYHUX TEXHOJOTIA T  dYac
CKaHyBaHHS.

5. AHTHUBIpYCHE CKaHyBaHHS 3a BUMOTOIO KOpHCTyBada abo
aZgMiHICcTpaTOpa Ta 3TrigHO rpadiky.

6. CxanyBanHs Hyper-V Ha HasBHICTB BipYCIB, IO JO3BOJISIE
CKaHyBaTH Jucku cepBepa Microsoft Hyper-V Server,
ToOTO BipTyanbHux MamuH (BM), 6e3 HeoOXimHOCTI
YCTaHOBKM  OyJb-SIKMX  areHTiB Ha  BIAMOBITHUX
BIpTYQJIbHUX MalInHAX.

7. Monynp 3axucty nokymeHTiB Microsoft Office, mo mae
MOJIMBICTh  TIEPEBIPATH  MaKpOCH HA  HASBHICTb
3JI0BMHCHOTO KOJY.

8. 3axucT Bijl eKCIUTOUTIB SIKUI 3a0e31edye 3aXHCT BiJl 3arpo3
3MATHUX BHKOPHCTOBYBaTH ypasznuBocti Java, Flash Ta
IHIITUX JONATKIB

9. JlonaTkoBHiA piBeHb 3aXWCTY KOPHCTYBadiB BiJ MpOTrpam-
BHUMaradiB KOHTPOJIIOE Ta OLIHIOE BCl MPOrpaMu Ha OCHOBI
iXHBOI TOBEIIHKH Ta pemyTaIlii.

10.  MoxuuBicTh iHTErpalii 3aXUCTy poOOYMX CTAHIIN Ta
CepBepiB 3 XMapHOK MICOYHMIICID (IIPH HASBHOCTI
JIOJTAaTKOBO1 JIilleH3ii), 0e3 HEeOOX1THOCTI BCTAHOBJICHHS
JI0JJATKOBUX MPOrPAaMHMX MPOIYKTIB.

11.  CkanyBanus iHtepdeiicy UEFI - mnepeBipka Ha
HasBHICTh UIKIAJIUBOTO MPOTPaMHOro 3a0e3MEeueHHs B
TOJIOBHOMY 3aBaHTaXyBaJbHOMY 3aITUCI.

12. MoxuBicTh CKaHyBaHHS (QaiiiliB mijg yac 3amyckKy
oTieparliitHoi CUCTEMH.

13. Po3mmpeHHuit ckaHep mam'sATi AKUHA  BIICTEXKYE
Mi03pili  TMpOLEeCH Ta CKaHye 1iX, SK TIABKH BOHH
BHHHUKAIOTh, IO JO3BOJISIE 3aMOOIrTH 3apakKCHHIO HaBITh
peTenbHO 3amn(pOBaHIMH Ta IPHXOBAHUMH 3arpo3aMHu.

14.  CkaHyBaHHS KOMI'IOTE€pa y HEAKTUBHOMY CTaHI.

15,  MoxiuBicTh BU3HAYEHHS JETAbHUX MapaMeTpiB
pOOOTH aHTUBIPYCHOTO CKaHepa, TaKWX SK: BU3HAUYCHHS
00’€KTIB Ta  METONIB  CKaHYBaHHS, MOYKJIUBICTD
BCTAaHOBJICHHS  MaKCHMaJbHOTO  poO3Mipy Ta  dHacy
CKaHyBaHHS (aillly, MaKCUMaJbHy TJIMOWHY BKJIAJICHHS
apXxiBy Ta CTBOPEHHS BUKITIOYCHb.

16. ABTOMaTHW4YHA aHTHUBIPYCHA MEpPEBipKa 3MIHHUX HOCIIB.

17. HasBHicTh IHCTpYMEHTY, SKHH 3MOXE 31HCHIOBATH
KOHTPOJIb MiJKITIOUEHHS 10 po0oyoi cTaHii nepudepiitaux
MPUCTPOIB IUISIXOM CTBOPEHHS MPABMII AOCTYIY 3a THIIOM
MPUCTPOIO, 32 PIBHEM JOCTYIY, 32 BUPOOHUKOM, MOAEILIIO
abo cepiilHUM HOMepoM mpucTporo. [IpaBuima MOXyTb
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CTBODIOBATUCH K JJS BCIX, Tak 1 JUIsI OKPEMHX
KopuctyBayiB abo rpyn Windows.

18.  HasBuicTh cuctemu BusiBiieHHs BTopraeHb (HIPS), sixa
3axXHILIAE KOMIT FOTEp BiJ IIKIUIMBUX Mporpam i HebakaHoi
aKTUBHOCTI. TakoX 1€l MOAYJIb MICTUTh B CO01 MaiicTep
JUIs CTBOPEHHS NPaBWJI Ta PEAAKTOP MPABUI U1 KOHTPOJIIO
3amylIeHuX TPOIECiB, BUKOPUCTOBYBaHUX (QaiiliB Ta
PO3ILIIB peecTpy.

19. [lomatkoBa TiepeBipKa 3amylIeHHUX IMPOIECIB Yy
XMapHOMY PENyTaliitHOMY CEpBICI.

20.  3abe3mnedeHHs 3aXHUCTY MOMITOBOTO KIIIEHTY HAa POOOUiid
CTaHIlIi 3 MOYKJIMBICTIO 1HTETpaIlii 0 MOIITOBOTO KIIIEHTY,
nepesipkoro POP3, POP3S, SMTP, IMAP ta IMAPS Ta
3a0e3neueHHs epeBipKU MOLITOBUX BKJIA/IEHb.

21. MOXIIMBICTH aBTOMATUYHO BUIAIATH abo
MepeMilIyBaTH 3apakeHy TOMITY 0 BKa3aHOTO KaTajory y
MOIITOBOMY KIJTI€HTI.

22. TIlepesipka HTTP, HTTPS Ttpadiky 3 MONKIHBICTIO
CTBOPEHHSI  JIUCTIB  BUKIIOYEHHMX 3  TEPEBipKH,
3abokoBaHuX Ta qo3BosieHux URL-anpec.

23.  MoxnuBicTh OJIOKYyBaTH 3aBaHTaKEHHS 3 IHTEpHETY
(aiiniB 3a BKa3aHUM PO3IIUPEHHSIM.

24.  MoxnuBicTh mepeBipku npotokoiy SSL Ta nepeBipku
JIACHOCTI Ta LUIICHOCTI cepTudikaTiB. MOoXIHBICTH
KEpyBaTH CIMCKaMH JOBIpEHUX cepTUQIKATIB Ta
cepTu(dikaTiB BUKIIOYEHHX 3 TMEPEBIPKH, a TaKOX
MOKJIMBICTE BHOOpY Aii Hpu BHU3HAUEHHI cepTudikaTa
HE/III0YMM, HEBU3HAYEHUM 200 MOLIKOKEHUM .

25.  MOXIHMBICTb CTBOPEHHS BUKJIIOUYEHb 3 IEPEBIPKH
Tpadiky U1 OKpeMux nporpaM ta okpemux [P-06'exTis (IP-
azapecis, aiana3oniB [P-aapecis, miamepex).

26.  MoOXIMBICTh HAJAMITYBaHHSA JOAATKOBUX IMapaMeTpiB
MOJIyJIsl CUCTEeMM BUsiBIeHHs BToprHeHs (IDS) 3 meroro
BUSIBJICHHS PI3HMX THUIIIB MOXIIMBUX MEpPEKEBHUX aTak Ha
KOMIT FOTED.

27. MoxXMBICTH  BUKOPHUCTAHHS  TEXHOJIOTii,  sKa
3a0e3neuye 3axXUCT Bij 3arpo3 Tumy "6oTHeT"

28.  3axucT ypasIMBOCTEH MEpPEKEBOr0 MPOTOKOIY, IO
MOKpAIlye BUSBJICHHS 3arpo3, sIKi BHKOPHUCTOBYIOTH
HEJIOJIIKK MEPEKEBUX MPOTOKOJiB, Takux sk SMB, RPC,
RDPi 1.1

29.  PermaMeHTHE OHOBIICHHS BipyCHHX 0a3 He MeHIme 24
pasiB 3a 100y.

30. OtpumaHHS OHOBJEHHS KJI€HTIB 3 JIOKAJIBHOTO
J3epKajia Ha CEpBeEpI.

31.  MoxIuBICTh CTBOPEHHS I3€pKajia OHOBJIEHb 3acO0aMu
anTuBipycHoro I13.

32. MOXJIMBICTb OTPUMYBAaTH OHOBJICHHS BIpyCHHX 0a3 3
PE3EPBHUX JIXKEpell, AKIIO OCHOBHE JKEPEIIO OHOBJICHHS
OyJe HeOCSKHE.




33. Bimkar OHOBIEHb 3 MOXIUBICTH TOBEPHYTHCS MO
noTepeHiX Bepciii 0a3 BIpyCHMX CHUTHATYp 1 MOMYIIB
OHOBJICHHS, Ta MOXUIMBICTIO THMYacOBO TPHU3YIHHUTH
OHOBJICHHS 200 BCTAHOBJIIOBAaTH HOB1 BpyUHY.

34.  MOXIUBICTh OHOBJICHHS Yy PEKHMI OTPUMAHHS
PETyJISIpHUX, TECTOBHUX Ta BIAKJIaJIEHUX OHOBJICHb.

35.  HasBHICTB IHCTPYMEHTY BiJJJAJICHOTO YIIPaBJIiHHSI.

36. MoxuBICTh KpiM OCHOBHOTO BKa3aTH pPE3EpBHI
CepBEPH aIMIHICTPYBaHHS.

37. HasBHICTP MeXaHI3My KOHTPOJIIO 3a aKTyaJbHICTIO
OHOBJICHb OIEPALIHHOT CHCTEMHU.

38. HasBHICTH IHCTPYMEHTY JJIsi JIarHOCTUKH CHCTEMH,
SKUH Mae MOXIIMBICTh CTBOPIOBATH 3HIMKH CTaHy
oTepaIiiiHol CUCTeMH ISl MOAANBIIOrO TIMOOKO aHali3y
PI3HOMAHITHUX acCIEeKTIB POOOTH OmepariiHOl CHCTEMH,
BKJIIOYAIOYM  3alylIeHI MpPOIEeCcH, KOHTEHT pPEeeCTpy,
iHcransoBane [13, mepexeBi 3'eHaHHS. 3aBISKA BMIHHIO
MOPIBHIOBATH Pi3HI 3HIMKH CTaHy CUCTEMH IIeW IHCTPYMEHT
MO’KE BHSIBUTH 3MiHH, SIKi BiZOYIUCH B cucTeMi. Takox BiH
MOJKE CTBOPIOBATH Ta BUKOHYBAaTH CKPWUNTH, IO JacTh
MOJKJIMBITH 3yNUHATH 3aITyIIEH] MPOIECH, BUIAISATH T1IKH
peectpy, OJIOKyBaTH MEPEXKEBI 3'€ THAHHS.

39. HasiBHiCTH IUIaHYBaJIbHWKA 3aBJaHb, SKHWA J1acTh
MOJKJIMBICTh CTBOPIOBATH 3aIlVIAHOBaHI 3aBJaHHS, Cepes
SIKUX: 3aIyCK 30BHIIIHbOI IPOTpamu, epesipka (Haisis mija
9ac 3aIyCKy CHCTEMH, CTBOPEHHS 3HIMKA CTaHy CHCTEMH,
nepeBipKka KOMII'IOTe€pa, OHOBJIEHHS BIpyCHMX 0a3 Ta
MOJYJiB nporpamMu. MOXJIMBICTh MJIaHyBaHHS 3aBAaHb, SKi
3aIlyCKaTUMYThCS OJHOPA30BO, NEPIOJUYHO Ta 3a YMOBH
BUHUKHEHHSI KOHKPETHUX MOIiH.

40.  MOXIUBICTb CTBOPEHHS Yy IJIaHYBAJIbHUKY AEKUIBKOX
OTHOTUITHUX 3aBIaHb 3 PI3HOI TNEPIOANYHICTIO abo
PI3HUMH YMOBaMH 3aITyCKy.

41.  MoxuBICTb pOoOOTH B KJacTepax sK JIOMEHa TaK 1
poboyoi rpynu

42. MOXJIMBICTh HANIAIITOBYBATH IIBHIKOII0, BKA3yHOUU
KUTBKICTh TTOTOKIB CKaHyBaHHS.

43. MOXIUBICTh HATAMITOBYBATH PEKHUM 3aITyCKY IIJISIXOM
BIJIKJIFOUEHHS rpadiuHOro iHTEepdeiicy s TepMiHAIbHUX
KOPUCTYBadyiB, M0 JAa€  MOXJHUBICTh  3MEHIIHUTH
HaBaHTAXXCHHS Ha CEPBEP, AKUU TPAITIOE y PEKUMI cepBepy
TEpPMIiHAJIIB.

44.  MOXIUBICTb CTBOPEHHS 3aBaHTAXKYBaJIbHOTO JMCKY SIK
Ha CD-, tak 1 Ha USB-HOCIIX 3 BCTAaHOBJICHHM
AQHTHUBIPYCHUM IIPOJIKYTOM.

45. IlinTpumka poOOTH mporpaM, IO NPAMOIOTh B
TTOBHOEKPAHHOMY PEXHMi, 3 MOXKJIUBICTIO TTPUXOBATHU BCI
MOB1IOMJICHHSI BiJ aHTUBIpycHoro I13.

46.  MOXIUBICT 3aXMCTY HapoJieM BijJ 3MiHM MapaMeTpiB
Ta BUJAJIEHHS aHTUBIpycHoro [13.




47. MOKJIMBICTh BiJAJICHOTO BCTAaHOBIEHHS Ha (ailioBuit
cepBep.

48. MOXIUBICTH  TNPEIBCTAHOBJICHHS  HA  OKPEMHUX
¢aitnoBux cepBepax 3a JONOMOTOI  KOMIUIEKCHOTO
IHCTaJATOPY, IO JaCTh MOXKIJIMBICTh 3'€JTHYBaTHUCh 3
CEpPBEPOM YIpaBJIIHHSA OJApa3y ICIA MIIKIIYSHHS J0
Mepexi.

49.  MoXIUBICTB IHTErpaIlii 3 XMapHUM cepBicom Microsoft
Azure

50.ITintpumka  OC: Microsoft Windows Server 2022;
Microsoft Windows Server 2019; Microsoft Windows
Server 2016; Microsoft Windows Server 2012 R2;
Microsoft Windows Storage Server 2016; Microsoft
Windows Server 2019 Essentials; Microsoft Windows
Server 2016 Essentials; Microsoft Windows Server 2012 R2
Essentials; Microsoft Windows Server 2012 Essentials;
Microsoft Windows Server 2012 Foundation; Microsoft
Windows MultiPoint Server 2011; Microsoft Windows
MultiPoint Server 2010; RedHat Enterprise Linux (RHEL)
7, RedHat Enterprise Linux (RHEL) 8, RedHat Enterprise
Linux (RHEL) 9, CentOS 7, Ubuntu Server 18.04 LTS,
Ubuntu Server 20.04 LTS, Ubuntu Server 22.04 LTS,
Debian 10, Debian 11, SUSE Linux Enterprise Server
(SLES) 12, SUSE Linux Enterprise Server (SLES) 15,
Oracle Linux 8, Amazon Linux 2.

*Ilocmaska Knoua axkmueauii 30iICHIOEMbCA HA €1eKMPOHHY NOWIMY 3AMOGHUKA,
6KA3aHy npu 3aM0O6/1eHHI.
OOrpyHTYBaHHsI pO3MIpy OIOPKETHOTO TMPU3HAYCHHS: 3 BpaxyBaHHAM
KOIIITOPUCHUX TIPU3HAYEHb 1 MoTpedu Ha 2026 pik — 865 100,00 rpu., KEKB 2240.
OuikyBaHa BapTICTh BH3HAUYCHA MOHITOPHHIOM IIiH, a caMe€¢ IIHOBUMU
npono3utiisiMu Big: TOB « MOCT A TI», TOB «Ckanay, ®OII bynin Onekcanap
OneroBuu.



