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Tema
«be3neka podoru 3 iHpopmaniero. OCHOBHI 3arpo3u Ta 3aX0AH
Oe3nexu npu poodori 3 iHdopmanicrw. 3axucT indopmanii mix yac
MOBCAK/ACHHOI POOOTH 3 KOMII'OTEPHUMU NPUCTPOSIMH Ta MPH
POOOTI 3 TEJIEKOMYHIKALIMHOK MepesKer 3arajibHOro
KOPUCTYBAHHSA»

I'onun Ha Temy — 2
3ansaTh — 1 (2 akageMiuYHHX TOJHHH)

HaByanbHa MeTa: HajgaTH cliyXadaM 3HAHHS 100 OCHOBHHX ITOHSTh
TEXHOJIOTIA 3axucTty 1H(dopMallii, O3HAWOMUTH 13 CYYaCHUMH TEXHIYHUMU Ta
MPOrpaMHUMU 3ac0o0aMHU 3aXHUCTy 1HGOpMaIlil, HaAaTH MPAKTUYHI HABUYKU POOOTH 13
mporpamMamMu MuQpPyBaHHS JTaHHX.

MixremaTuuni 3B’A3KH: TpaBa JIIOJWHU; KPUMIHAIICTUYHA PEECTPAILis;
pobOoTa Ji3HAaBa4iB 3 KPUMIHATICTUYHUMHU OOJIKAMH Ta JaHUMH [HTerpoBaHOi
iH(dopMaliiHo-onTykoBoi cuctemMu HarionaneHoi mnomimii Ykpainu; J0BIIKOBO-
iH(dopmaliiiHi 6a3u JaHWX BUIBHOTO JOCTYMHY (JI€pXaBHI PEECTPH), K1 HEOOXIJHI
Ji3HaBayaM IIiJI 4ac JOCYJIOBOTO PO3CIiayBaHHS Yy (opMi Ji3HAHHS, OCOOJMBOCTI
BUKOPUCTAHHS  CIEMIAbHUX 3HAaHb IIJ 4Yac JOCYJOBOTO  PO3CIITyBaHHS
KPUMIHAJIbHUX MPOCTYTIKIB.

Iinan nexkuii

1. Tndopmarriiina 6e3neka B MOTIUEHCHKIN AisuibHOCTI. OCHOBHI 3arpo3u Ta
3ax0/iu Oe3neku npu poodoTi 3 iHopMaliero.

2. CyTtHiCcTh Ta kiacudikallisi METOAIB 3aXUCTy 1HPOpMALlli B KOMIT IOTEPHUX
CUCTEMax Ta MEpexax.

3. Oprani3ariiiti (aAM1HICTpATUBHI) 3aX0/I1 3aXUCTY 1HHOpMAaIIii.

4. AmapatHi Ta anmapaTHO-IIPOrpamMHi METOIU Ta 3aCO00M 3aXUCTy 1H(OpMaITii.

5. [Iporpamui MeToau Ta 3aco0M 3aXUCTy 1H(POPMAIIIi.

1. Indopmaniiina Oe3nexka B noJineicbKii AissibHOCTI. OCHOBHI 3arpo3u mijg yac
pobotu 3 indopmaiiero

HisnpHicTe HanioHanbHOI moJiiiii 3HAYHOIO MIpOIO MOB'sI3aHA 3 OTPUMAaHHSIM
Ta BUKOPUCTAHHSAM BIAOMOCTEH OOMEKEHOI0 JOCTYITy, PO3TOJIOIICHHS SIKUX MOXE
CIPUYMHUTH TOPYIICHHS KOHCTUTYLIWHUX TIpaB TPOMAJISH, a TaKOX 3HIKCHHS
€(eKTUBHOCTI pOOOTH MPABOOXOPOHHUX OPraHiB MO0 MONEPEIKEHHS, PO3KPUTTS
Ta PO3CJiyBaHHS 3JI0UYUHIB.

VY nporueci 3MHCHEHHS CBOET TIsUTBHOCTI cIiBpoOiTHHKKA HartioHanbHOT mosimii
OTPUMYIOTH 1H(GOpPMAIII0O TPO PEKUM 1 XapakTep poOOTH MIANPUEMCTB,



pO3TAllIOBaHUX Ha TEPUTOpIi, IO OOCITYrOBYETHCS, BIJOMOCTI, IO CTOCYIOTHCS
0COOUCTOTO KUTTS TPOMAJISIH, a TAaKOXK 1HITY 1HGOpMaIlio (HampUKiIad, Clyk00BOro
xapaktepy). Jlana iHpopmarris, a TakoX BIJOMOCTI MPO OKpPeMi METOAH, IPUHOMHU 1
pesyapTatn poboTu HarioHanbHOI TOMIINT CKIAMal0Th CIYXKOOBY Ta€MHHIIIO.
Posrosomensss Takux BiIOMOCTEH, a TakOX BUTIK 1H(opMaIlli mpo IJIaHOBaHI 1 Ti,
IO TPOBOJATHCS, 3aXOU IIOJO OXOPOHH TPOMAJCHKOTO TOPSAAKY i OopoThOM 3i
3JIOYMHHICTIO TTOPYIITYE HOPMAIBHY X JMISUTBHICTB 1 3HAYHO 3HUXKYE 11 €(DEKTUBHICTb.

ba3oBi 3acagu HOpMaTHUBHO-TIPABOBOrO 3a0e3nedeHHs iH(opMalliitHoi Oe3meku
3akianarThess Koncturymieto Ykpainu (ct. 17, 19, 31, 32, 34, 50, 57 ta 64), 3akoH
VYkpainu «IIpo iHpopMaliio» 3akiagae NpaBoBi OCHOBU 1HGOPMAIIMHOL TISITBHOCTI.
B 3akoni Ykpainu «IIpo iHdopmaliito» Takoxx BBeneHO Kiacudikalito iHdopmarrii
(puc. 1).

KpiM 1poro mija HHM3Ka 3aKOHOJABYMX AaKTIB PEryJIO€ BIAHOCHUHHU Yy
iHdopmaritHii cdepi. Lle, 30kpema, 3akonu Ykpainu “Ilpo tenexomynikaii”, “Ilpo
Hamionaneny mporpamy indopmaruzamii’, “IIpo 3axuct indopmamii B
iH(hOopMaIIiHO-TeIEKOMYHIKAI[IHHUX cucTteMax”, a y KpumiHaabHOMY KOJEKCi
VYkpaiaun € po3ain XVI, B skoMy BuU3HAuajgacs BIJIMOBITAIBHICT, 3a 3JI0YMHHU B
iHdopMatiitHii chepi.

[imu#t psim HOPMATHBHO-TIPABOBUX AaKTIB, SIKI O€3MOCEPEIHbO CTOCYIOTHCS
nuTaHb 1HQopMariitHoi Oe3neku mnpuiiHaATo MBC Vikpainu Tta HarionanbHoro
nominiero Ykpainu. Cepes UX TOKYMEHTIB 0COOJIMBY yBary He0OXiIHO 3BEpHYTH Ha:

Hopyuennss MBC Vkpaiau Big 19.03.2015 Ne 13155/AB «lIpo 3axomu 13
MPOTH/IIL BUTOKY CITY’KOOBO1 1H(pOpMALIIi»;

Hopyuennss MBC VYkpainu Big 24.04.2015 Ne 19130/AB «IIpo HenonymieHHs
BUTOKY 1H(OpMaIlii, 10 YTBOPIOETHCA B CIIY>KOOBIH TISIILHOCTI»,

Haka3z HamionaneHoi nomiuii Ykpainm Big 07.12.2015 Ne 176 «IlIpo
3ano0iraHHs HETaTUBHUM HACIIJKAaM BHKOPUCTAHHS 1HTEPHET-PECYPCIB POCIHCHKUX
IPOBaIePiBY;

Came B IMX JOKyMEHTaX BCTAaHOBJICEHO BHMMOTH JO IMapOJIbHOTO 3aXHUCTY,
PO3IIISIHYTO TMUTaHHS 3aCTOCOBYBAHHSA Y CIIY»KOOBIHM JiSTTbHOCTI MOIITOBUX CEPBEPIB
Ta POOOTH 3 EIIEKTPOHHOIO TOIITOIO.

[Tepen mouyaTkoM poO3IIISAY 3arpo3 Iija 9ac poOoTH 3 iHGOPMAIIEK TOIIIEHO
PO3IJISIHYTH OCHOBHI MOHATTS, K1 IEPENYIOTh BUBYCHHIO JAHOTO MUTAHHS.

Hacamnepen ue mpeomem 3axucmy. Y SKOCTI TpeAMETY 3aXUCTy HaMHU
po3rIsAaTUMEThCsl 1HGOpPMAITis, 10 30epiracThesi, 0OPOOTIOETHCS 1 TIEPEAAETHCS Y
KOMIT FOTepHUX cucTteMax. OcoOnuBICTIO 111€1 1HpOpMaILii €:

- JBIMKOBE MpeACTaBICHHS 1HQOpMalli BCepeArHI CUCTEMH, HE3aJeKHO

BiJ1 (D13MYHOI CYTHOCTI HOCIiB BUX1IHOI 1H(OpMaIii;
- BHUCOKHI CTYIiHb aBTOMaTHU3allii 00poOKH 1 nmepeaBaHHs 1HPOpMallii;
- KOHIICHTpAIIisl BEJIMKOI KUTBKOCT1 1H(pOpMAIIii Y KOMIT FOTepPHINA CUCTEMI.
Buxonsuu 31 ckazaHOTO, 00’ckmom 3axucmy iHgopmayii € KOMIT IOTEpHA
cucteMa a00 aBTOMAaTH30BaHa cucTeMa OOpOOKHM NIaHUX, & MPEIMETOM 3aXHCTY Y
KOMIT FOTEPHUX CUCTEeMax € iH(opMmairis.
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Puc. 1. Knacugirayis inghopmauii 32iono 3axony Yrpainu «Ilpo ingpopmayion

MarepianbHOIO OCHOBOIO iICHYBaHHS iHGOpMAaIli B KOMIT FOTEPHUX CHUCTEMaX €
CJIEKTPOHHI Ta EJNEeKTPOHHO-MEXaHIYHI MpUCTpPoi. 3a JOMOMOTOI0 TPHUCTPOIB
BBEJICHHS 4YHM CHCTEM TIepenayi JaHuX 1H(OpMAIlis Tomaaae g0 KOMIT IOTEPHUX
cucteM. B cuctemi iHpopmarliis 30epiraerbcs Ha 3amam’ SATOBYIOUHMX MPHUCTPOSIX
PI3HUX pIBHIB 1 BUBOJUTBHCSA 13 CHCTEMH 3a JONOMOTOI TPUCTPOIB BHUBEICHHS
iHbopMallli Ui cucTeM mepeaayl JaHuX. TakuM 4MHOM, Ui 3aXHCTy iHdopmarii B
KOMIT IOTEPHUX CHUCTEMaxX HEOOXIJHO 3aXWINATH MPHUCTPOi 1 MaIIWHHI HOCIT Bij
HECaHKI[I0HOBAHOTO BIUIMBY Ha HHX.

3axuwenicmo ingopmauii y inghopmauiiiniii cucmemi — 1€ TaKu CTaH ycix
KOMIIOHEHTIB KOMIT IOTEpPHOT CHCTEMH, TIpU SAKOMY 3a0€3MeuyeThCcsl 3aXHCT
iH(hOopMaIii BiJ MOXJIMBUX 3arpo3 Ha HEOOX1JHOMY piBHI. [HpopMaliiiHi cucTeMu, y
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AKUX 3a0e31euyeTbes Oe3neka iHpopmartii, Ha3UBAIOTHCS 3AXUUECHUMU.

3axumieHicte 1HGopMamii (uu iHGopmMmalliiiHa Oe3neka) B cucremi MBC
VYKpainu JocsraeTbes MPOBEIACHHSM KEpPIBHUIITBOM BIJANOBIAHOTO PIBHS MOJIIMUKU
iHpopmauiiinoi 6e3neku. I1o cyTi, 11e JOKYMEHT, SIKUIi BU3HA4Ya€ OCHOBHI HAIIPSIMKH
BUPIIIEHHS 3aBJaHb 3aXUCTy 1H(opMaIlli y iHPOpMaliiHO-IONIYKOBUX CHCTeMax, a
TaKOX MICTHTh 3arajbHi BUMOTHU 1 MIPUHIUIIN MOOY/IOBU CUCTEM 3aXUCTy 1H(opMarlii
y KOMIT FOTEPHUX CUCTEMAX.

Takum YwHOM, Wi cucmemoro 3axucmy iHpopmauii 6 ingopmauyiinux
cucmemax po3yMilOTh €MHUIA KOMIUIEKC MPAaBOBUX HOPM, OpTaHi3alliiHUX 3aXO/liB,
TEXHIYHUX MPOTPaMHUX 1 KpUnTorpadiuHux 3aco0iB, Kl 3a0€3MeUyI0Th 3aXUIICHICTD
iHpopMarii y iHpOpMaAIIHHUX cHUCTEMaxX y BIAMNOBIAHOCTI 0 MPUKUHATOI MOJITHKU
1HbOopMaIiiHOT Oe3MeKH.

3arposu indopmamii.

3 no3ulii 3abe3neyeHHs 6e3nexu iHopmarlii y iHpopMaliifHUX CUCTeMax Taki
CUCTEMHU JOIUIBHO PO3IJIAIaTAd Yy BUIVISAI €IHOCTI TPhOX KOMIIOHEHTIB, SIKi
3/IIHCHIOIOTH B3a€MOBILIMB OJIUH Ha OJJHOTO:

- 1H(dopmarris;
- TEXHIYHI 1 MPOrpaMHi 3aco0u;
- 00CIyroByrOYHil IEpPCOHAT 1 KOPUCTYBaYl.

Tomy 3abe3nedeHHs Oe3neku iHGopMallii B 1HPOPMALIMHUX CHUCTEMax
MMOBUHHO TNepeidayaTy 3aXUCT YC1X KOMIOHEHT BiJl 30BHIIIHIX 1 BHYTPIILIHIX 3arpo3.

[lin 3azpo3or0 6e3neui inghopmayii po3yMitoTh TOTEHIIMHO MOKIIMBY MO/IIIO,
MPOLIEC YW SBHUILE, SKI MOXYTh MPU3BECTH [0 3HUILEHHS, BTpPaTl LIIICHOCTI,
KOH(1IEHIIHOCTI YM TOCTYITHOCTI 1H(POpMAIIii.

3arposu 6e3neui iHpopmauii y Komn’roTepHUX cuctemax

— ~

Bnnagkosi 3arposu HaBmucHi 3arpo3u

CTuxinHi nnxa Ta aBapii TpaauuiiHuit WwnioHax Ta gueepcii

HecaHKuUjioHOBaHWI focTyn 40
iHbpopmauii

360i Ta BigMOBU TeXHiYHUX 3acobiB

MoMuaKKM Nig Yac po3pobKu

EneKkTpoMarHiTHi BUNPOMIHIOBAHHA i
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Puc. 2. 3aepo3u be3neyi ingpopmayii' y komn rtomepHux cucmemax.



VYeci MoxIIMBI MOTEHINIHHI 3arpo3u Oe3neku iHdopMalii B iH(popMamiitHux
CUCTEMax MPUUHATO PO3AUIATH Ha J[BA KJIACU: 6UNAOKOGI Ta HAGMUCHL.

BunankoBuMu Ha3uBalOTh 3arpo3u, sIKI HE IMOB’s3aHI 3 HaBMUCHUMH [ISIMU
3JIOBMHUCHUKIB 1 peasli3yl0ThCsl Y BUITQJIKOBI MOMEHTH 4acy. Peaizaiiist 3arpo3 1poro
TUITY IPU3BOAUTH A0 HAMOLIBIINX BTpAT 1HPopMaIlii (3a cratuctukoro 10 80%). [Ipu
IIbOMY, B OCHOBHOMY, BIJIOyBAa€TbCsl 3HUIICHHS, TMOPYIICHHS IIUIICHOCTI 1
goctynmHocTi 1HpopMarii. Pigme mnopymyerbess KoH(IACHUIWHICTH 1H(OpMAILIi,
OJTHAK, MiJ Yac IBOTO CTBOPIOIOTHCS YMOBHU JJIsi HaBMHCHOI Jii Ha iH(OpMaIiio.
PosrnsHeMo Ta oxapakTepu3yeMo OCHOBHI BHITaIKOB1 3arpoO3H.

Cmuxinuni auxa ma  aeapii. [Jlana  3arpo3a  XapaKTEpHU3YeETHCS
HAaWpPYWHIBHIBHIIIMMHA  HACHIJKAMH IS KOMIT FOTEPHHX  CHCTEM, OCKIJIbKH
B110yBa€eThCA (PI3UUHE 3HUIICHHS 1HPOPMALIMHUX cucTeM, 1H(OpMaIlis BTpadyaeTbCs
ab0 OCTyI 70 Hei cTae HEMOKIIMBUM.

3607 ma 6i0moeu CKIaJHUX CUCTEM € HEMUHYy4YHMMH. B pesynbTaTi 300iB 1
BiJIKa31B TMOPYIIYETbCS POOOTO 3MaTHICTh TEXHIYHUX 3ac00iB, 3HHUIYIOTHCS 1
CIIOTBOPIOIOTHCS JIaHI Ta MPOTpaMu, MOPYUIYETbCA arOPUTM PpoOOOTH 3acoOiB.
[TopymeHHst anroputMmiB poOOTH OKPEMHX BY3JIB Ta MPUCTPOIB CUCTEMHU MOXKE
TaKOX MPU3BECTHU JI0 MOPYIIECHHS KOH(D1AeHIHHOCTI 1HQOpMaIii.

IHomunxku niduac po3pooKku iHpopmauitinux cucmem, ai2OPUMMIUHI i
HPOSPAMHI ROMUJIKU TIPU3BOAATH 10 HACHIJKIB, SIKI € aHAJIOTIYHUMHU J0 HACITIIKIB.
OxkpiM IIHOTO, TaKi MOMHIKA MOXXYTh BUKOPHUCTOBYBATHCH 3JIOBMHUCHUKAMH IS JIii
Ha pecypcu 1HpopMailiiiHoi cuctemu. Oco0MBY HEOE3NEKY CTAHOBIATH MOMUJIKU B
onepauifHuX CUCTEMax 1 MPOrpaMHUX 3aco0ax 3axucTy iHpopmarii.

Homunku kopucmyeauie i 06cy2oeyr0uo2o nepconasy. BianosiiHO 10 TaHUX
HamionansHoro Iuctutytry CranaaptiB 1 Texnosoriit CILHA (NIST) 65% Bunaakis
nopyuieHHs: Oe3neku iH(opMaiii BiIOYyBa€TbCS B pE3yibTaTi IIi€i 3arpo3w.
HekommnerentHe, HeoxallHe YW HEYBa)KHE BUKOHAHHA (QYHKIIH HUX OOOB’SI3KIB
npaiiBHUKaAMH  TPU3BOAATH  JO  3HMINCHHS, IOPYIICHHS  IIUJTICHOCTI 1
KOH(D1IeHIIIHOCTI 1H(OpMaIlii, a TAKOkK KOMIIPOMETAaIlii MEXaHi3MiB 3aXHCTY.

3aranom, XapakTEepU3ylOUd 3arpo3W IOTO Kiacy, CJiJ 3a3HAa4yuTH, 110, B
IIJIOMYy, MEXaHI3M 1iX peaii3anii Ha ChOTOJHI BHBUYEHUN JOCTATHHO J00pE,
HAKOIMMYEHO 3HAYHMK JOCBII MPOTUIIT UM 3arpo3aM. CydacHi TeXHOJIOT1i po3poOKu
TEXHIYHUX Ta MporpaMHuUX 3aco0iB, e(eKTUBHA CHUCTeMa  eKCIUTyaTauii
iHQopMaIIiHUX CHCTEM, fKa BKIIOYae OOOB’S3KOBE pe3epBYyBaHHA 1H(OpMaIii,
JT03BOJISIFOTH 3HAYHO 3HU3UTHU BTPATH BiJI peajizallli 3arpo3 JaHOTo Kiacy.

HaBmucHi 3arpo3u.

JlaHnuii kj1ac 3arpos, Ha JIaHW# 4ac, BUBUCHUI HE JOCTaTHHO, OKPIM LIbOTO, BiH
JTUHAMIYHUH 1 TTOCTIHHO MOMOBHIOETHCS HOBUMHM 3arpo3aMu. 3arpo3u 1bOro KJacy y
BIMOBIAHOCTI A0 1X (i3uuHoi CyTi 1 MeEXaHI3MIB peamizamii MOXYTh
KJacu(iKyBaTUCS Ha HACTYIIHI.

Tpaguiiiauii mImoHaXk Ta AMBEpCii. Y SKOCTI pKepen HebakaHoi aii Ha
iHdopMaIliiiHl pecypcu 1 Hajaidl akTyalbHI METOJM Ta 3aco0M MIMIOHAXY Ta
TUBEPCid, $AKI BUKOPUCTOBYBAJIUCA 1 BHUKOPHUCTOBYIOTHCS Il OTPUMaHHS Ta

3HMINEeHHS 1HGopMmarii. HaliyacTinie BOHM BUKOPUCTOBYIOTHCS JUIsl OTPUMAHHS
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BIIOMOCTEHl MpPO CHUCTEMY 3 METOI0 TPOHUKHEHHS, KPaalKKA Ta 3HUIICHHSA
iHpopMariiinux pecypciB. Jlo METOIIB IIMTIOHAXY Ta TUBEPCii BITHOCATHCS:

- M1JICITyXOBYBaHHS;

- Bi3yaJIbHE CIIOCTEPEIKECHHS;

- KpaJiKKa JOKYMEHTIB 1 MallTMHHKUX HOCIIB 1H(OpMaIIii;

- KpaJiKKa IIporpaM 1 aTpulyTiB CUCTEMH 3aXUCTY;

- MIJKYII 1 MIAaHTaX CHiBPOOITHUKIB;

- 30ip 1 aHATI3 BIJIXO/IB MAIIMHHUX HOCITB iH(OpMaIrii;

- AN,

- BJIAIITOBYBaHHS BUOYXIiB.

JlJis poCiIyXOBYBaHHS 3JIOBMHUCHUKY HE OOOB’S3KOBO MPOHUKATH Ha 00’ €KT.
CydacHi 3aco0uW T03BOJISTH MPOCIYXOBYBAaTH PO3MOBH 3 BIJICTaHI JACKUIBKACOT
MeTpiB. B MICBKMX yMOBax JaJbHICTh [1i 3MEHIIYETHCS 3HAYHO 3MEHUIYETHCA, IO
MOB’5I3aHO 3 BUILIKUM piBHEM (poHOBOTO 1IyMy. [IpuHImn niif Takux 3aco0iB Mossirae
Ha aHaJi31 BIAOUTOTO MPOMEHS Jla3epa BiJl CKJIa BIKHA MPUMIIIEHHS, K€ KOJUBAETHCSA
BHACHIJIOK 3BYKOBHMX XBWJb. KoJIMBaHHS BIKOHHOT'O CKJIa BiJI aKyCTUYHUX XBUJIb Y
OPUMILIEHI MOXE€ 3HIMAaThCA 3a JIOINOMOIOK CIEUlaJbHUX MPHUCTPOIB, SKI
3aKpIILTIOIOTHCS Ha CKIIl. Taki 3acO0M MepeTBOPIOIOTh MEXaHIYHI KOJIMBAHHS CKJIa B
CJCKTPUYHUIA CHUTHAJ 3 TOJAJBIIMM T[epeJaBaHHsIM 10 paaiokaHairy. [loza
OPUMILIEHHSMU TIPOCIYyXOBYBAHHSI BEIEThCS 3@ JOMOMOIOK JIy’KE€ UYyTJIMBHX
HarpaBieHux MikpodoHiB (1o 100 mertpiB). Po3MOBHM y CyCiJIHI NPUMILIEHHAX, 32
CTIHAMU MOXYTh KOHTPOJIOBATHUCS 32 JOTOMOIOK0 CTETOCKOMIYHHMX MIKPO(OHIB (Tipu
toBmuHi cTiHU — 0,5- 1 merp). OmHUM 13 MOXKIMBHX KaHATIB BTPaTH 3BYKOBOI
iH(dopmalii Moxe OyTH MPOCIYXOBYBAaHHS PO3MOB, SIKI BEAYThCSA 3a JOIOMOTOIO
3B’s13Ky. lIpocnyxoByBaHHS MEpPEroBOpiB MO MPOBIAHMM Ta pajaioKaHalaMm He
noTpedy€e BUCOKOBAPTICHOTO O0JIaHAHHS 1 BUCOKOT KBasi(iKkailii 3T0BMUCHUKA.

BizyanbHe crnoctepexeHHs i OTpUMaHHsA iH(opMallii 3 iHopmaIiiHux
CUCTEM MAaJIONpPHUIaTHE 1 HOCHUTh, SK TPaBWIIO, JONMOMDKHHM XapakTtep. Bono
OpraHi30BYETHCS B OCHOBHOMY JJIsSi BCTAHOBJICHHS PEXXHUMIB POOOTH 1 pO3TalllyBaHHS
MeXaHI3MIB 3aXUCTy iH(opMaIrii.

Hecankyionoeanuii oocmyn 00 ingopmauyii. Jlanuii TepMiH BU3HAYCHUH 5K
noctyn no iHdopmarlii, 0o TMOpyIIye TpaBuia PO3MEXKYBaHHS JOCTYyIy 3
BUKOPUCTAHHSM IITaTHUX 3aC00IB OOYMCITIOBAIILHOI TEXHIKM Ta 1H(POpPMAaILIMHUX
cuctem. [lig mpaBumamMu po3MexyBaHHS TOCTYIy PO3YMIIOTh CYKYITHI CHT MOJIOKEHb,
IO PErJIAMEHTYIOTh MpaBa JocTyIy ocid 1o iHpopmaiii. [IpaBo noctymy 1o pecypcis
1H(hOpMAaIIHOT CUCTEMU BU3HAYAETHCS I KOKHOTO CIIBPOOITHUKA Y BIATOBIAHOCTI
10 oro ¢yHKL1OHATBLHUX 000B’S3KIB. BUKOHAaHHS NpaBWJI pO3MEKYBAaHHS JAOCTYITY
pealti3yloThes 3a paXyHOK CTBOPEHHS CHCTEMH PO3MEKYBAHHS TOCTYITY.

HecankimionoBanuit noctyn 10 i1H(opMaiii 3 BHUKOPUCTAHHSAM IITaTHUX
amapaTHHUX 1 MPOrpaMHUX 3aC001B MOXKJIMBUHN Yy HACTYITHUX BUTIAIKAX:

- BIJICYTHSI CUCTEMa PO3MEKYBaHHS JOCTYILY;
- 3011 200 BijiMOBa B iIH(GOpMAITiHHIA CHCTEMI;
- MMOMUJIKOBI /i1 KOPUCTYBa4iB a00 0OCITYTrOBYIOUOT0 IMEPCOHAIY;
- MOMMJIKU y CUCTEM1 PO3MEKYBaHHS JOCTYITY;
danbcudikailis MOBHOBAKEHb.



Aximo cuctema po3MexKyBaHHS JOCTYITY BiJICYTHS, TO 3JIOBMUCHUK, SIKUW Mae
HAaBUKU pPOOOTH 3 KOMIT'IOTEPHUMHU CHUCTEMaMU, MOXXE OTpUMATH HEOOMEKEeHUU
JOCTYM A0 Oyb-aK01 1HpopMaIlii, 110 3HAXOAUTHCS B cUcTeMi. B pe3ynbrarti 300iB Ta
BIZIMOB 3aco0iB 1HQOpMaIiHHOI CHCTEMH, a TaKOX dYepe3 MOMIJIKOBI il
00CITyroBYIOYOr0 MEepCOHANY 1 KOPUCTYBayiB MOKIJIMBHI CTaH CHUCTEMH, 3a SIKOTO
CIPOIIYETHhCSI HECAHKI[IOHOBaHMM JocTyn 10 1H(opmalii. 3J0BMUCHUK MOXKE
BUSBUTH TMOMUJIKH B CHCTEMI PO3MEXKYBaHHA JOCTYIy 1 BHUKOPHUCTATH iX s
HECaHKITIOHOBAHOTO OCTymy 10 iH(popmarrii. @anscudikallis TOBHOBAXKECHD € OJTHUM
13 HAWMMOBIPHIMINX MIIAXiB (KaHAJIB) HECAHKI[IOHOBAHOTO TOCTYITY 0 iH(opMmarrii.

Enekmpomacnimue eunpominrweanns i Haeooku. llpormec o00poOku 1
nepepadi  iHpopMallii  TeXHIYHUMH ~ 3acobamu  iHGOpMAIIHHUX  CHCTEM
CYNPOBOKYETBCS  €IIEKTPOMArHiTHUM  BHUIPOMIHIOBAaHHSM B  HABKOJIMIITHE
CEpEIOBUILE 1 HABEJACHHSAM E€JIEKTPUYHHUX CUTHAIB Yy JIIHISAX 3B’S3Ky, CUTHaNI3alli,
3a3eMyIeHHSAX Tomo. lle siBullle oTpuMano Ha3BYy — HOOIUHUX eeKMPOMASHIMHUX
BUNPOMIHIOBAHbL MA HABOOOK. 3a JOMOMOIOI0 CHEIlladbHOro OOJaJHaHHS. 3a
JIOTIOMOTOI0 ~ CHIEIIaJIbHOTO 00JIaTHAHHS CHUTHAIW MPUUMAIOTHCS, BUIIISIOTHCS,
MIJCUITIOIOTBCS 1 MOXYTh abo 3amucyBatucs, abo mporisgarucsa. HapeneHi B
IIPOBITHUKAX €JIEKTPUYHI CUTHAIN MOXKYTh BUIISATUCS 1 PIKCyBaTUCA 32 JOIIOMOTOIO
oOnagHaHHs, sIKe PO3TAIIOBYETHCS 3a COTHI METpPIB BIJ JpKepen curHamiB. Jlis
oTpuMaHHg  1H(QoOpMaIi  3JOBMHUCHHUK  MaXe  TaKOX  BHKOPHUCTOBYBATHU
«MpOYICYBaHHSI» 1H(QOPMALIMHUX CUTHAJIB B MEPEXKI €JIEKTPOKUBIICHHS TEXHIYHHX
3aco0iB 1H(popmaniiiHoi cucremu. «lIpodicyBaHHsS» 1HPOPMALIMHUX CHUTHAIIB B
MEpEXK1 EJEKTPOXKUBJICHHS MOJMJIMBE 3a HASBHOCTI MAarHiTHOTO 3B’SI3KYy MiX
BUXIJIHUM TpaHCPOopMaTOpOM TIJCUIIIOBAYA 1 BUIPSAMIISAIOYUM TpaHCHOpMaTOPOM
MPUCTPOI0 a00 3a paxyHOK MaJlHHA HANpyrd Ha BHYTPIIIHBOMY OIOPI JKepena
JKUBJICHHSI MiJ Yac MPOXOKEHHS CTPYMIB MIACHICHUX 1H(POPMALIMHUX CUTHAJIB.
Sximo 3aTyxaHHs y QUIBTPI BUMPSMHOTO MPUCTPOIO HEIOCTATHE, TO 1H(POPMAIIiiiHi
CUTHAJIA MOKYTb OyTH BUSIBIICHI B MEPEXKI1 )KUBJICHHS.

Hecankuyionoeana moougpikauin cmpykmyp. Benuky 3arpo3y Oesmerri
iHdopmarii B 1HQOpMAIIHHUX CHUCTEMaxX HECe HECaHKI[IOHOBaHa MoaudiKaIis
QITOPUTMIYHOI, TPOTPAMHOI 1 TEXHIYHOI CTPYKTYp cucTeMHu. HecaHkiiioHOBaHa
MOAU(QIKAIS CTPYKTYp MOXE 3AIMCHIOBATHCS OYyJb-IKOMY JKUTTEBOMY LUK
1H(hOpMAIITHOT CHCTEMH.

HecaHnkilloHoBaHa 3MiHa CTPYKTYpH 1H(QOpPMALIIHOI CUCTEMHU Yy Mpoleci ii
pPO3pOOKM YK MOJIepHI3allli OTpMMalla Ha3BYy «3akjajkay. Y Tpoleci po3poOKu
«3aKJTaJKN» BIPOBAKYIOThCA, K NPABMIIO, B CIELiadi3oBaHi CHCTEMH. IX BakKoO
BUSBUTH y 3B’SI3KY 3 BHCOKOIO KBadiQiKaIll€lo iX aBTOPIB 1 CKJIAJHOCTI Cy4acHHUX
iHQopMaIIiHUX cHCTeM. AJNTOPUTMIYHI, MPOTPaMHI 1 amapaTtHi «3aKJIaJKu»
BUKOPHUCTOBYIOThCSI 200 JIsi O€3MOocepe/IHbOl IIKIJIMBOI i1 HA CHUCTeMY, abo IS
3a0e3MevYeHHs] HEKOHTPOJIHOBAHOTO BXOAY B cucteMy. llIkinmuBa fisi «3akiagok» Ha
CUCTEMY 3AIMCHIOETHCA MiJT Yac OTPUMAaHHS BIAMOBITHOT KOMAaHAM 13 30BHI 1 Tij 4ac
HAaCTaHHs BU3HAYCHHUX MOMAIN y cuctemi. Takumu momisiMu MoOke OyTH Tepexia Ha
BU3HAYCHUM PEXUM POOOTH, MPHUXiJ BCTAHOBJICHOI JaTH, JOCATHEHHS TIEBHOTO
HaIpaIffoBaHHs TOIIIO.



[TporpamHi 1 amapaTHi «3aKIagKW», K1 MPU3HAYEH] JJII HEKOHTPOJIHOBAHOTO
BXOAY 1O TIporpamMy, BHKOPHUCTaHHS TMPHUBUIETIMOBAHUX PEXKHUMIB  POOOTH
(HampuKIIaJl, PeKUMIB OINEpaIiiiHOT CUCTEMH), 00X0Iy 3ac00iB 3axucTy iHGOpMalii
OTPUMAJTU HA3BY <JIIOKW.

HIkionuei npozpamu. OIHUM 13 OCHOBHUX JpKepen Oe3meku iH(opmarii B
iHpopMaIIiHUX CHUCTEMaX € BUKOPHUCTAHHS CHEIIAJIbHUX Iporpam, sKi OTpUMAaH
3arajbHy Ha3BY «IIKIJIMBI MPOTPAMI».

B 3anexxHOCTI BiJ MeXaHI3My Jii WIKIJJIMBI MPOTrpaMH MOAUISIIOTh HA YOTHPHU
KJIaCH:

- «JIOT14HI OOMOM»;

- «YEPB’SIKW;

- «TPOSIHCHKI KOHI»;

- «KOMIT FOTEPHI BIpYyCH».

«Jloriuni 60M6uU» - 11€ Iporpamu abo X YaCTUHU, K1 MOCTIHHO 3HAXOASATHCS B
KoMIT'foTepl abo B OOYHCHIOBAJILHUX CHCTEMaxX 1 BUKOHYIOTBCS JIMIIE TpHU
JOTpUMaHHI NeBHUX YMOB. [Ipukiiamom Takux yMOB MOXKe OyTH: HacTaHHA
BIIMOBIAHOT JaTH, Tepexia iHdopMaliiiHOI CHCTeMH B TEBHHUM PEXHUM POOOTH,
HACTaHHS OKPEMUX IO/ 3aJjaHe YHCIIO Pa3iB TOIIIO.

«YepB’sikaMn» Ha3MBaIOTh MPOTPAMH, SIKI BUKOHYIOTHCS KOXKEH pa3 Tij] Yac
3aBaHTAXCHHS CHCTEMH, BOJIOJIIOTh BIACTUBICTIO MEPEMINIATUCS B CHUCTEMI 4YH
Mepexl 1 caMoO BiATBOprOBaTH Korii. JIaBUHOMOJIOHE PO3MHOKEHHSA MpOorpam
MPU3BOJUTh 1O [EPEHABAHTAKEHHSI KaHAJIB 3B’SI3Ky, MaM 4TI 1, B KIHIIEBOMY
BUIIAJIKY, 10 OJIOKYBaHHS CUCTEMH.

«TpostHCBKI KOHI» - LI MporpamMd, OTPUMaHl HUISIXOM $SIBHOI 3MIHU 4H
J0/IaBaHHS KOMaHJI B KOpPHCTyBallbKi mporpamu. [lim dac HACTYIMHOTO BHUKOHAHHS
IMX MporpaM, Mopsna 13 3agaHUMU (YHKUISIMH, BUKOHYIOTHCS HECAaHKI[IOHOBaHI,
3MiHEH1 4¥ Oy/1b-sIK1 HOBI (DYHKIIII.

«Komm’roTepHi BIpycu» - 11€ HEBEJIMKI MPOrpaMH, sKi MICJs MPOBAIKCHHS B
[IK caMocCTiifHO PO3MOBCIOKYIOTHCS IIJISSXOM CTBOPEHHS CBOIX KOIMiHM, a TpH
BUKOHAHHI TI€BHUX YMOB 3JIHCHIOIOTh HEraTUBHUW BIUIMB Ha 1HGOpMAIHY
CUCTEMY.

OckiJIbKH BipycaM MpHUTaMaHHI BIACTUBOCTI YCIX KJIACiB MIKIUIMBUX MPOTpam,
TO yC1 IIKIJIJTUBI TpOorpamMu B TOOYTI 4acTO HA3UBAIOTh BIpyCaMH.

2. CyTHicTh Ta kiaacudikainiss MeToaiB 3axucty iHopmanii B KOMII’I0TEPHUX
CHCTEMAX Ta MepeKax

[IpakTuHe 3acTOCYyBaHHS CHCTEM 3axHMcTy iH(popMalli MoKas3ye, IO
epeKTUBHOI0O MoOXe OyTh Jjuie o0yJoBa KOMIUIEKCHOI CHCTEMH 3aXHUCTY
iH(dopmaii, gxa Oyne BKIOYaTH y ce0e MaKCUMaJIbHO MOXJIMBI CIOCOOU YU METOIU
3aXHUCTy. BiAMOBIIHO 10 PO3MJISTHYTUX BHUILE 3arpo3, po3po0JieHO Ta KJIacu(piKOBAHO
METOIHU 3axucTy iH(opMmailii B iHpopMaliiHuX cucTeMax. Yci JaHi METOJM MOXKHA
PO3MOAUIATH HA HACTYIIHI KaTeropii:



- MOpPaJIbHO-€TUYHI — CTBOPEHHS 1 MATPUMAHHS Ha 00 €KT1 JIe OPTraHi30BYETHCS
3axuCT 1HpOopMaIllii, Takoi MOpaJIbHOI aTMoc(epH, Yy SAKii MOPYIICHHs MpaBul,
SIK1 PErJIAMEHTYIOTh MMOBEAIHKY IpaIliBHUKIB, OIIHIOBAJIOCH KOJIEKTUBOM Pi3KO
HETaTUBHO;

- HOPMATHBHO-TIPAaBOBI  —  BHUKOPHCTAaHHA  3aKOHOJABUMX  akKTiB,  fKi
periaMeHTyIOTh MpaBa Ta 000B’SI3KM (I3UYHUX 1 IOPUIUYHUX 0Ci0, a TaKOX
Jep>KaBU B rajly3i 3aXUcTy iHdopMaIlii;

- opraHizamiiiHi (aaMIHICTPaTHBHI) — OpraHi3amis BIAMOBITHOTO PEXKUMY
CEKPETHOCTI, MPOITYCKHOTO Ta BHYTPIIHBOTO MOPSIAKY;

- (i3uyHl — cTBOpeHHS (I3MYHUX MEPEIIKOJ AJs JAOCTYIy CTOPOHHIX OCi0 10
iHbOpMallii, IKa MiJIArae 3aXUCTy;

- TexXHiuHI (amapaTHi) — 3aCTOCYBaHHS EJICKTPOHHUX Ta IHIIMX 3aco0iB IS
3axucTy 1HpopMarlii;

- kpuntorpadiyHi — 3aCTOCYBaHHS IIM(PYBaHHS 1 KOMYBAaHHS HJisi YKPUTTS
iHdopmarlyi, mo oOpoONgeTbCS 1 NepeNaeThCs, BiJ HECAHKI[IOHOBAHOIO
JOCTYyIY;

- TpOrpaMHi — 3aCTOCYBaHHS MPOrPAMHHUX 3ac00IB PO3MEXKYBAHHS JIOCTYILY,
AHTUBIPYCHI MPOTrPaMH TOIIIO.

VY nmiteparypi MOKHa 3HAWTH BIAMIHHI B IIpUBEICHOI Kiacudikariii MeTomiB
3axucTy iHpopMmallii, OJJHaK CyTHOCTI JaHUX METO/IIB BOHH HE 3MIHIOIOTh.

3. Oprani3auiiini (agminicTpaTuBHi) 3axoau 3axucty iH(popmaii

3aKOHM 1 HOPMATHUBHO-TIPABOBI aKTH BHUKOHYIOTHCS y TOMY BHIMAJKY, SKIIO
BOHU M1JIKPIMJIEH] TPABUJILHOIO OPraHi3aliiHO0 MISUIbHICTIO BIAMOBIAHUX CTPYKTYP.
Ilin wac po3rmsiny nuTaHb Oe3neku 1HQOpMalli Taka IISJIbHICTh BIIHOCUTHCA O
OpraHizamiifHuX METOAIB 3aXUCTy 1H(pOpMaIIii.
OpranizaIiiiiii MeTou 3axucTy iHpOpMAaIlii BKIIOYAIOTh B ce0e 3axoau 1 ii,
SK1 TIOBHMHHI BUKOHYBAaTH IIOCAJIOBI OCOOM Yy TIPOIIECI CTBOPEHHS 1 €KCIUTyaTtarlii
1H(MOpMAIIHHUX CUCTEM JIJIsl 3a0e3MeUeHHs 3a1aHOT0 PiBHs Oe3neKku iH(opmarrii.
Opranizaiiiiii MeToau 3axucTy iHdopMalli TICHO MOB’S3aHI 3 MPABOBUM
pEryJIOBaHHSAM B Taiy3i Oe3meku iHdopmariii. Y BIAMOBIAHOCTI 13 3aKOHAMHU Ta
HOpMaTuBHUMH akTamu B MBC cTBOproOThCS  cHemianbHI  CIyKOH, SIKI
OpraHi3oBYIOTh CTBOPEHHsSI 1 (DyHKIIIOHYBaHHA CHCTeM 3axucTy iHpopmanii. Ha
OpraHi3allifHOMy piBHI BUPINIYIOTHCS HACTYIHI 3aBJaHHS 3a0€3MeUeHHs Oe3MeKu
iH(dopmalii B iHpopMalIiHUX CUCTEMAX:
- oprai3zatisi pooiT 3 po3poOKH CUCTEMU 3aXUCTY 1HPOpMaIlii;
- 0OMeXKEeHHs JOCTYIy Ha 00’ €KT 1 10 pecypciB iIH(pOpMaIiiHOT CUCTEMU;
- PO3MEXYBaHHS JIOCTYIy 0 pecypciB iHPOPMAIIIITHOI cUCTEMH;
- TUTaHYBaHHS 3aXO/I1B;
- po3poOKa JOKYMEHTAIIIT;
- HaBYaHHS 00CIYrOBYIOYOTO MEPCOHATY Ta KOPUCTYBAU1B;
- ceprudikaris 3aco0iB 3aXHUCTy 1H(pOpMaIii;
- JIUEH3yBaHHS AISUIBHOCTI 31 3aXHUCTY 1H(pOpMAIIii;
- arecTarlisi 00’ €KTiB 3aXUCTY;
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- YAOCKOHAJEHHS CUCTEMH 3aXMCTy 1HPOpMaIii;

- oIliHKa €()eKTUBHOCTI (PYHKIIIOHYBaHHS CUCTEMH 3aXUCTY 1HPopMaIlii;

- KOHTpOJb 3a BHUKOHAHHSM BCTAaHOBJICHMX IIpaBWJI poOOTH B 1H(OpMAIliiHIMI
CUCTEMI.

4. AnapartHi Ta anapaTHO-IIPOrpaMHi MeTOAHU Ta 3aco0u 3axucrty iHpopmauii

[Tepmri omnepariiiai cuctemu g 1K He manu BracHuUX 3aco0iB 3axuUCTy, Y
3B’A3KYy i3 UMM 1 BHUHHKJIA TOTpeda pO3pOOKH JOJATKOBHUX CHCTEM 3aXHUCTY.
AKTYyaJIBHICTD II€1 TPoOJIeMH HE 3MEHIITMIIACK 1 3 TTOSIBOIO MOTYKHIMIMX OIepaliifHuX
CHCTEM, OCKIJBbKM JIaHI CUCTEMHU HE 3JIaTHI 3aXUCTUTH JaHl, K1 3HaXOAAThCS 3a i
MeKaMH , HapUKJIa ] i Yac BUKOPHUCTAHHS 1H(QOpMaIiitHOTo 0OMiHYy Y MepeKax.

AmnapaTHO TIporpaMHi 3ac00H MOXKHA PO30MTH Ha 5 OCHOBHHUX rpym (pHc. 3).

AnapaTtHo-nporpamHi 3acobu 3axucry iHpopmauii

Cuctemu ipeHTudiKauii i
ayaeHTudiKauii KopucrtyBauiB

Cuctemu wWndpyBaHHA AUCKOBUX

AaHUX

Cuctemu wndpyBaHHA faHUX,

O NepeaaloTbCA No mepexax

Cucremu ayteHTUdiKaL,ii
€NeKTPOHHUX AaHUX

3acobu ynpasniHHA KAIOYOBOIO

iHbopmauieto

Puc. 3. Anapamno-npoepamni 3acobu 3axucmy inghopmayii.

1. Cucremu inenTudikaiii i ayieHTudikaliii KOpUCTyBayiB.

Taki cucTeMH 3acCTOCOBYIOTHCS MJisi OOMEXEHHS JOCTYIy BHUMAJAKOBHX 1
HE3aKOHHUX KOPHUCTYBayiB IO pPECYpCiB KOMII'IOTEPHOI CHCTEMHU. 3arajibHHUN
QITOPUTM POOOTH IUX CHCTEM IIOJIATAE Y TOMY, 100 OTpUMATH BiJ KOPUCTyBaya
iH(dopMaIito, sika MATBEPIKYE HOTO OCOOUCTICTH, MEPEBIPUTH i1 JOCTOBIPHICTb,
micasl 4Ooro HajuaTd (Yd HEe HaJaTH) LbOMY KOPHCTYBady MOXIIHUBICTH POOOTH 13
cuctemoro. [1ig gac moOy10BM TaKUX CUCTEM BUHUKAE MpobdiiemMa BHOOpPY 1H(opmarii,
Ha OCHOBI KO BUKOHY€ETHCS MpoLeAypa 1IeHTH(IKalli KopucTyBaya. Y 3arajlbHOMY
MOYHa BUJIUTUTH HACTYITHI TUIIU:
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- TaeMHa 1HoOpMaIis, SKOIO BOJIOAIE KOPHUCTyBad (Mapojb, MEPCOHAIbHUI
inentudikarop, kmou Tomio). Il iHdopmaliio KOpHUCTyBad IOBUHEH
3amaM’sTaTd a0 MOXYyTh OYTH 3aCTOCOBaHI CIeiaibHI 3acoOu 30epiraHHs
Takoi iHdopmarlii;

- (i310JIOTIYHI TapaMeTpu JIOAWHM (BIIOUTKH TaibIliB PYK, MAaJTIOHOK
palIy>kHOI OOOJIOHKHM OKa TOIIO YW OCOOJUBOCTI TOBEIIHKU JIFOJUHU
(HampukJia1, 0coOJMBOCTI pOOOTH Ha KJlaBiaTypi).

- Cuctemu imeHTudikaiii NepuIoro TUMY MPUHHATO paxyBaTH TPaaULIHHUMHU.
Cucremu ineHTU]iKaIlii IPyroro TUIY HA3UBAIOTh OiOMEMPUYHUMU.

2. CucreMu muQpyBaHHS AUCKOBHX JIAHUX.

OcHOBHE 3aBAaHHS TaKUX CHCTEM TMOJSATaE 3a0e3MEeUeHHs 3aXHCTy Bij
HECaHKI[IOHOBAHOT'O BUKOPHUCTAHHS JIaHUX, SIK1 3HAXOAATHCS HA HOCISAX 1H(POpMAILIii.

3abe3neyeHHsT KOHQIAEHIIAHOCTI JTaHUX 3a0€3MeUyeThbCsl MUIIXOM  1X
mu@pyBaHHS 3 BAKOPUCTAHHSAM CUMETPUYHHUX aNropuTMiB mKdpyBaHHs. OCHOBHOIO
KJIacu(DIKaIIHHOIO O3HAKOK [IJIi KOMIUIEKCIB MIM(GPYBaHHS CIYXHUTh pIBEHb iX
BIIPOBAKEHHSI Y KOMIT IOTEPHY CUCTEMY.

PoGoTta mpukiagHUX MporpaM 3 JUCKOBUM HAKOMMYYyBaue€M CKIIAJIA€EThCS 3
JIBOX €TalliB — 102i4H020 1 i3UUHO2O0.

JloriyHu#t etam BIJNOBIJAa€ PIBHIO B3a€MOAIl MPUKIAIHOI MporpaMu 3
ONEepalifHOI0 CUCTEMOIO (HAMPUKIIAJ, BUKIUK CEpBICHUX (DYHKLIA YUTAHHI/3aMHUCY
nanux). Ha npoMy eTari OCHOBHUM 00’ €KTOM € (paid.

®i3uyHUi eTanm BIANOBIJA€ PIBHIO B3a€EMOAIl OMNEpallHOI CHUCTEMH 1
anapatypu. Y SKOCTI OO’€KTIB LIbOTO PIBHA BHUCTYNAIOTh CTPYKTYpU (I3UYHOI
oprasizailii JaHHX , HAMPUKIIAJl, CEKTOPH KOPCTKOTO JHCKY.

B pesynbraTi cucremMu mmMpyBaHHS JAHUX MOXYTh 3A1HCHIOBATHCS
KpunrorpadiuyHi TEPEeTBOPEHHS JaHUX Ha PiBHI (ailyliB (3aXUIIAIOTHCS OKpeMi
¢baiinm) 1 Ha piBHI JUCKIB (3aXUINAETHCS TUCK MMOBHICTIO).

Jlo mporpaM mnepumoro THILy MOKHa BIJHECTH Iporpamy-apXiBaTop rar, 10
JPYTroro TUITYy MOKHA BiHeCTH nporpamy mudpyBanus Diskreet.

[Hmoro kmacudikaiifHoO O3HAKOK CUCTEM MU(PYBAaHHS JTUCKOBUX JAHHUX €
croci6 ix (QyHKIIOHYBaHHS. 3a crocoOOM (PYHKITIOHYBaHHS CHCTEMH IU(PyBaHHS
JTMCKOBUX JaHUX MOAUISIOTH Ha JIBa KJIacH:

- CHCTEMH 1p0o30po2o M pyBaHHS;
- CHCTEMH, SIKI CIIEeIAIbHO BUKIIMKAIOTHCA JIsl BAKOHAHHS IIU(PYBaHHS.

Y cucremax mpo3oporo mudpyBaHHA KpunrTorpadiuHi MEepEeTBOPEHHS
NPOBOASTBECS Y PEXUMI pealbHOTO dYacy, HEMOMITHO [UIsi KOpPHCTyBada.
Hanpuxknag,kopuctyBad 3amucye MiJArOTOBJICHUN TEKCTOBUM JOKYMEHT Ha JHUCK, a
CUCTEMA 3aXUCTY Yy IPOLIEC] 3aUCy MPOBOAUTH KOO UG PYBaHHS.

Cucremu Apyroro kjiacy, SIK MpaBWJIO, MPEACTABIAIOTH COOOI0 YTHIITH, SIKi
HEOOXIJHO CHELIAJIbHO BHUKJIMKATH, K1 HEOOXIOIHO CIELiaJbHO BUKJIHKATH I
BUKOHAaHHS ImmmdpyBaHHg. [0 HHX Hampukiag BIJHOCITHCS apXiBaToOpH 31
BOYI0BaHUMH 3aCO0aMHU MAPOJILHOTO 3aXHUCTY.
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3. Cucremn mmmdpyBaHHS JAHWUX, [0 TEPEHAIOThCSA IO KOMIT IOTEPHUX
Mepexax.

Po3pi3HsI0OTH J1Ba OCHOBHHMX CIOCOOM Takoro mu(pyBaHHA: KaHalbHe
mudpyBaHHs 1 KiHyese (aboHenmcvbKke) MUDpyBaHHS.

VY Bumagky KaHalbHOTO IMUGPYBaHHS 3axUIIAETbCs ycsad 1H(OpMalls, sKa
NepelaeTbcsd KaHajlaMu 3B’A3Ky, BKIIOYarouu ciyx0oBy. Ilpouenypa Takoro
muUppPyBaHHS peali3yeTbCcsl 3a JOMOMOIOI0 MPOTOKONY KaHalbHOro piBHs. Llei
croci6 mmdpyBaHHS Ma€ HACTyNHY TIepeBary — BOYIOBYBaHHS MPOIECIYPH
muQpyBaHHS Ha KaHaJbHHUI pIBEHb JT03BOJIIE BUKOPHUCTOBYBATH amapaTrHi 3acoow,
IO CIPHUSE MIABUIICHHIO TPOTYKTUBHOCTI CUCTEMH.

OpHak y JaHOTO METOJTY € CYTTEBI HEIOMIKH:

- mupyBaHHIO Ha JaHOMY pIBHI MiUIsirae ycsa iHQoOpMaIls, BKIOYAIOUYH
CIy>k00B1 J1aHl TpPaHCHOPTHUX MNPOTOKONIB. Ile yckianHioe MexaHi3M
MapuIpyTH3allii MEpeKeBUX MakeTiB 1 moTpedye po3mudpyBaHHS TaHUX B
IPUCTPOSIX MPOMINKHOI KOMyTallii (IUTF03aX, peTPAHCISATOpax TOIIO);

- mmdpyBaHHS CiIyx00Boi 1H(oOpMmaIi MOXKe NPU3BECTH JO  IOSBU
CTaTUCTUYHHMX 3aKOHOMIPHOCTEH Yy IM(pPYBaHHI JaHUX. IO BIUIMBAE Ha
HAJIMHICT,  3aXMCTy 1  Hakjajgae OOMEXKEHHS Ha  BUKOPUCTaHHS
KpUnTorpadiyHuX alrOPUTMIB.

Kinyese (abonenmcoke) mudpyBaHHsS JI03BOJISIE 3a0e3neunTu
KOH(1IEHIINHICTh JaHUX, 110 NepeaatoThcss MK 00’ ekTtaMu (aboHeHTamu). Kinnese
mupyBaHHS peaizyeThCs 3a JOMOMOrOI0 BIAMOBIIHOIO MPUKIATHOTO MPOTOKOIY.
VY 1pOMy BHIAQJKY 3aXUIICHUM 3aJIUIIAE€THCS JIUIIE MOBIIOMIICHHS , a yCsI CIIy)00Ba
1H(hOopMaIis 3ATMIIAETHCS BIIKPUTOIO.

4. Cuctemu ayTeHTU(DIKAIIIT €ACKTPOHHUX JaHUX.

[Tlin gac oOMIHY MaHMMH TIO Mepexax BHHHKae MpoOjema ayTeHThdikaiii
aBTOpa JOKYMEHTA 1 CaMOro JOKYMEHTa, TOOTO BCTAHOBJICHHS OCOOMCTOCTI aBTOpa 1
nepeBipKa BIJICYTHOCTI 3MiH y TJOKYMEHTI.

st ayreHTudiKaIii  €IeKTPOHHUX JAaHWUX 3aCTOCOBYIOTH KOJ ayTeThdikairii
MOBiJJOMJICHHS (IMITOBCTaBKy) a0o enekTpoHHuid 1udpoBuit mianuc. [lim dac
dbopMmyBaHHS KOIYy KOOy ayTeHTHdIKAIll TOBIAOMIIECHHS 1 €JIEKTPOHHOTO UG POBOTO
M1JTUCY BUKOPUCTOBYIOTH P13HI THUIH CHUCTEM MIU(PyBaHHS.

Kon ayrenTtudikanii noBigoMiaeHHsT (OpMYyIOTh 3a JONOMOTOK CUMETPUUYHUX
cucteM mudpyBaHHS AaHUX. IMITOBCTaBKa BUPOOJSETHCA 3 BIIKPUTUX [aHHUX 32
JIOTIOMOTO0  CTICIIaJIbHOTO TEPETBOPEHHSI 3 BHUKOPUCTAHHSIM CEKPETHOTO KIoYa i
nepelaeTbcsd MO KaHaly 3B’S3KYy y KIHII 3amupoBaHUX AaHUX. IMITOBCTaBKa
NEPeBIPSETHCS OTPUMYBAUEM IMOBIJOMIICHHS, IO MAa€ CEKPETHUH KITIOY, IIITXOM
NOBTOPEHHSI TPOIEAYpH, 10 BUKOHYBaJach IMOMNEPEIHBO BiAMPAaBHUKOM, Ha
OTPUMAHUMH BIAKPUTHMH TaHUMH.

Enextponnnii nmdpoBuil TIANUC TPEACTaBIsie COOOI0 BIIHOCHO HEBEIIUKY
KUIBKICTh JTOJAaTKOBO1 ayTeHTU(IKaIiiHOT mudpoBoi iHGOpMaIlii, 10 MepeaacTbes
pazoM 13 TekctoM. Jlnsg peamizamii  €IeKTPOHHOTO IU(POBOTO  MIAMUCY
BUKOPUCTOBYIOTH IPUHITUITN aCUMETPUYHOTO MU PYBAHHS.
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5. 3acobu ynpaBiHHS KIOYOBOKO iHQOpMaIIi€ro.

[Tin xI040BOKO 1HQOPMAIIED PO3YMIIOTh CYKYITHICTh YCIX KpUNTOTpadiuyHuX
KJIFOYiB, III0 BUKOPHUCTOBYIOTHCS B 1HGOPMAIIIHIN cUCTEMI.

OcHoBHUM KJ1acu(}iKaTOpOM 3ac00iB YIpaBJIiHHS KIIOUYOBOIO 1H(GOpPMAIIED €
BUJT QYHKIIT yIpaBiiHHS Kiro4aMd. Po3pi3HAIOTE HACTYIIHI OCHOBHI BUIU (PYHKIIIM
yIpaBJIIHHS KJII0UYaMH: TeHeparllis KJII0YiB, 30epiraHHs KII04iB 1 pO3MO/1T KITFOYiB.

CnocoOu reHepallii KJIIOYiB PO3PI3HIIOTH JJISI CUMETPUUYHHUX 1 aCUMETPUYHHUX
kpurnrocuctem.  Jls reHepaun KITIOUiB CUMETPUYHMX  KPUITOCHCTEM
BUKOPUCTOBYIOTHCS amapaTHi 1 MporpaMHi 3aco0W TeHepallii BUIaIKOBHX YHCET,
30KpeMa CXeMH 13 3aCTOCYyBaHHSM OJIOYHOTO CHMETPUYHOTO  AJITOPUTMY
mudpyBanHsa. [eHepaiis KIOYIB Ui  ACUMETPUYHUX KPUNTOCHUCTEM  SIBIISIE
CKJIQIHIIIE 3aBIaHHSA y 3B’SA3KY 13 HEOOXITHICTIO OTPUMAaHHS KIIIOUIB 3 TICBHAUMH
MaTeMaTUYHUMH BJIACTHBOCTSIMHU.

OyHkIisa 30epiraHHs KIIOYiB nependayae oprasizailito 0e3meqyHoro 30epiraiss,
o0miKy 1 BUAaNeHHs KkiroviB. Jyig 3a0e3neueHHst Oe3neuHoro 30epiraHHs 1 nepeaaui
KJTFOU1B 3aCTOCOBYIOTH iX MIM(PYBaHHS 3a JOIMOMOTOI0 1HITUX KITtOo4iB. Takuii miaxis
PU3BOUTH 10 KOHIIEIIIT iepapXii kirodiB. Jo iepapxii KIItouiB, K MPABUIIO BXOJIUTh
TOJIOBHUHM KJTtOU (MaicTep KIIIOY), KoY MUGpyBaHHS KIIOUIB 1 KJIIOY mU(pyBaHHS
nanux. HeoOXigHO 3a3HA4MTH, IO reHepallis 1 30epiraHHs KJIIOYiB € KPUTHUYHUMH
MUTAHHSMU KPUNITOTPa(IIHOTO 3aXUCTY.

Po3nozain kiroviB € caMUM BIANOBIZAIBHUM MTPOLIECOM B YNPABIIIHHI KIIFOYAMH.
Ile#i mpollec TOBWMHEH TapaHTYBaTH CKPUTHICTh PO3MOMITY KIIOUIB, a TaKOX
OTIEPATHUBHICTh 1 TOYHICTH iX PO3MOMLITY. PO3p13H$IIOTB JIBAa OCHOBHHUX CIOCOOU
PO3MOAUTY KJIFOYiB Mi’K KOPUCTYBa4aMH KOMIT FOTEPHOT MEpPEeXKi:

- 3aCTOCYBaHHS OJIHOTO 200 JEKUIBKOX LEHTPIB PO3MOALTY KIIIOUIB;
- TpsAMH OOMIH CEaHCOBUMM KJTIFOUaMH MiXK KOPUCTYBauyaMH.

5. [Iporpamui MeToam Ta 3acodm 3axucTy iHdopmanii

[IporpamaumMu  3acobamu  3axucTy iHQoOpMallii Ha3UBalOTh CIEIialbHI
nporpamu. SIKi BXOASTh 1O CKJIaJy MPOrPaMHOrO 3a0e3neueHHs 1HGOopMaIiitHuX
CUCTEM JJI BUPIIIIEHHS B HUX 3aBJIaHb 3aXHUCTY 1H(OpMaIi.

[Iporpamui 3aco0u 3axXUCTy € HEBiJ €MHOI0 YaCTHHOIO MEXaHI3MY 3aXHUCTy
1H(hOpMAIIHUX CUCTEM.

B opranizamiiiHomy 1miaHi noOynoBa mporpaM  3axucTty iH(opmaiii
BHU3HAYAETHCS PO3POOKOI0 KOMIUIEKCY MPOTrpaM, 0 BUKOHYIOTh 3aXUCH1 (QyHKIIII:

- BHU3HAYCHHS KOPHCTYBadiB;

- pO3MeXKYBaHHS JOCTYIMY A0 MAaCUBIB JaHUX;
- 00poThOY 3 KOMIT FOTEPHHUMHU BipycaMu;

- mm$pyBaHHS TaHUX TOIIO.

[lepeBarm Takux Tporpam 3pO3yMiJii: KOXKHA 3 HUX 3a0e3nedye BUPIMICHHS
MEBHUX BAKJIMBUX 3aBJIaHb 3aXUCTY.

3aranpHONPUIHATOT KiIacH(piKaiii MPOrpaMHUX 3acO0IB 3aXHCTy HE 1CHy€
OIHAaK, TMJa 4Yac 1IX po3MNIALy, 3a3BUYail  NPUTPUMYIOTBCA  KPUTEPIIO

(GYHKITIOHATBHOCT1, TOOTO (PYHKITISIM 3aXUCTY, JUIsl IKMX BOHU Hamwucadi. [Ipu mpomy,
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3 pO3BUTKOM (OpPM 1 CIOCOOIB OOUMCIIOBAIBHOI TEXHIKM (PYyHKIII HpOrpamMHOro
3aXMCTY JIMIIE PO3IIUPIOIOTHCS.

VY 3B’sa3Ky 13 Ha3BaHUMM KPUTEPISIMH, 30Kpe€Ma MOXHA BUKOPHUCTOBYBATH
HACTYIHY KJIacuQikaIio:

- TporpaMH BMi3HABaHHS KOPHUCTyBaya

- TporpamMu MapoJi;

- PO3MEKYBaHHS JIOCTYITY

- MpOTpamH 3aXUCTy MPOrpam

- 3aXHCT BiJl KOIIIOBAHH;

- aHTUBIPYCHI MPOTPAMH;

- MpOrpaMH KOHTPOJIO CTaHy KOMIIOHEHTIB 3aXUCTY;
- MpOrpaMH KpUNTOTPpadidHOTO 3aXHCTY.

[Ilo crocyeTbcst OCTAaHHBOTO, TO M1l KpUOTOrpapiyHUMHU 3aXHCTOM 1HPOpMAaLii
PO3yMIIOTh TaKe MEePETBOPEHHS BUXIMHOI 1H(MOpMAIlli, B pe3yJIbTaTi SKOTO BOHA CTaE
HEJOCTYIHOIO JJIi O3HAHOMJICHHS 1 BUKOPHUCTaHHS 0coOaMHM, sIKi HE MalOTh Ha L€
HOBHOBAXCHb.

3aranom, BiIoMl pi3HI MiAXOAM 10 Kiacudikaiii MeTOAIB KpuUnTorpagpiyHOro
nepeTBopeHHs iHdopmMarii. OgHak, HaldacTiIe po3rIsAal0Th MO METO/IIB 3a €0
Ha BUXIJHY 1H(pOpMAaIli0. Y TaKOMy BUMAIKYy METOAM KPUMNTOTPaPIqHOrO 3aXHUCTY
1H(pOopMaIli TOAUIAIOTh Ha 4 TPyIH

[Iponiec mmdpyBaHHs MOJATa€ y MNPOBEACHHI 3BOPOTHUX MaTeMaTHYHUX,
JIOTIYHUX, KOMOIHATOPHHUX Ta IHIIMX MEPETBOPEHb BHXIAHOI 1H(OpMalli, B
pe3ynbTari SKuX 3amu@poBaHa 1HPopMalid sBIsE€ COO0K XaOTHUYHUU HaOip OYyKB,
urdp, IHIIMX CUMBOJIB 1 JBIMKOBUX KO/IIB.

Jns mmdpyBanHs iHGOpMallli BUKOPUCTOBYIOTh QJITOPUTM IEPETBOPEHHS 1
KJTIOY.

Metoau kpuntorpadiyHOro nepeTrBopeHHA iHpopmadii

|
| l | |

WndpyBaHHA CreraHorpadisn KoayBaHHA CTUCHEHHA

Puc. 4. Memoou kpunmoepaghiunozo nepemeopenns ingpopmayii
Cydacni meToau mudpyBaHHS TOBUHHI BIJMOBIJATH HACTYITHUM BUMOTAM:

- CTIUKICTh IIM(PY MPOTUCTOATU KPUIITO aHaji3y (KPUITOCTIHKICTh) MOBHUHHA
Oyt Takoro, MO0 po3mudpyBaHHS MO0 OyTH 3IIMCHEHE IUIIXOM
BUPILIEHHS 3aBJaHHS IOBHOTO Mepedopy KIIOYiB;

- KPUNTOCTIMKICTh TOBUHHA 3a0€3MedyyBaTHCS HE CEKPETHICTIO aJTOpPUTMY
mupyBaHHs, @ CEKPETHICTIO KITIOUA;

- mWHU(POTEKCT HE TOBMHEH CYTTEBO IEPEBUIIYBATH 3a OOCATOM BUXIJIHY
iH(pOopMaIliio;

- TIOMWJIKHM, [0 BUHUKJIM TiJ] 4ac mudpyBaHHSA, HE MOBUHHI TMPHU3BOIUTH [0
CIIOTBOPEHHS 1 BTpaTtu iH(}opmariii;

- yac mudpyBaHHs HE TOBUHEH OyTH JOBIUM;
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- BapTicTh mK(pyBaHHS MOBUHHA OyTH CIIBCTABIEHb 3 BapTICTIO 1H(OpMaIlii,
sKa 32U (POBYETHCS.

KpunTocTifikiCTh € OCHOBHMM TOKa3HUKOM €(eKTUBHOCTI, 1 BH3HAYAETHCS
4acoM YM BapTICTIO 3ac00iB, sIKi HEOOX1HI KPUNTOAHATITUKY IS po3MU(ppyBaHHs
iHdopmalii. €auHuid nUIsIX 10 po3mu@pyBaHHS — mepebip KOMOIHAIN Kioda 1
BUKOHAHHS airoputMmy mudpyBaHHs. TakuM YHWHOM, BapTICTh pO3MIU(PYyBaHHS
3aJIeKaTh BIJI JOBXKHHU KJTFOYA 1 CKJIAIHOCTI aJlTOPUTMY KU (PpyBaHHS.

Metoau mmdpyBaHHs MOXKHA Ki1acu(iKyBaTd 3a pi3HUMHU o3HaKamu. OnuH 13
BapiaHTIB Takoi Kjacudikarii IpuBeACHO HA PHC.

CumerpuyHe mu@pyBaHHs — 1€ UPPYBaHHS MPU IKOMY IS ITU(PPYyBaHHS
1 17151 po3mnpyBaHHs BUKOPUCTOBYIOTh OJIMH 1 TOH )K€ KITIOY.

Memoo 3aminu — nionATae y 3aMiHi CHMBOIIIB BUXIHOT 1HQOpMAaIIii, 3aTucaHnX
y oAHOMY aJi(haBiTi, CUMBOJIAMH 13 1HIIOTO andaBiTy y NEBHOMY MOPSIAKY 32 IEBHUM
IPABUIIOM.

Memoo nepecmano6éku — TOJIATAE y PO3AUICHI TEKCTY Ha OJIOKU (hiKCOBAHOI
JOBKMHU 3 HACTYIHOIO IEPECTAHOBKOIO CHUMBOJIIB Y KOKHOMY OJIOIl 3a MEBHUM
QJITOPUTMOM.

Ananimuyni memoou — 11 METOIH, K1 JJid WUdpyBaHHS BUKOPUCTOBYIOTh
aHAJTITUYHI IEPETBOPEHHS (HayacTillle MaTPUYHI).

AOumueni memoou — CyTh JaHUX METOMAIB TIOJATA€ Yy IOCHIIOBHOMY
CyMyBaHHI UM(POBUX KOJIB BIANOBIAHUX KOAIB BHUXIJHOI 1HpopMamii 3
MOCTIJIOBHICTIO KOJAIB KJIIOYa, KWW YacTO Ha3WBalOTh ramoro. Tomy aJuTHUBHI
METOJIM YaCTO HAa3UBAIOTh TAMyBaHHSIM.

METOAU LUNDPYBAHHA

/ 3a TMnom KAouis \

CumeTpuuHi AcMmeTpuuHi

3a TMNOM NepeTBOPEHHA

MeTopa 3amiHun

Mertopa nepecTtaHOBKMU

AHanitTMyHi metogm

AANUTUBHI meToaMU

Komb6iHoBaHi meTogm

Puc. 5. Memoou wugpysanus
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Acumempuune wugpysanna — 1ue wudpyBaHHA MiA Yac SKOTO s
mu@pyBaHHS BUKOPUCTOBYIOTh BIAKPUTHUM 1 BIIOMUN KITIOY, a JUIsl po3IIMbpyBaHHS
THIIWN (3aKPUTHN) KITFOY.

Creranorpadisi — 11e MeTo/1 3aXUCTy 1HPOpPMAIlii, IKUI T03BOJISIE CKPUTH HE
aumie 3MicT iH¢opwmarii, ane ¥ cam ¢akT ii mepemadi. B ocHOBI ycix MeTOMIB
creranorpadii JeXKUTh MaCKyBaHHS 3aKpUTO1 iHdOpMallii cepe BIAKpUTUX (HaiiTiB.

KonyBanns — 1e mMeroj 3axucTy iHdoOpMallii, CyTh SKOTO MOJATae y 3aMiHi
3MICTOBHUX KOHCTPYKIIM BUXIAHOI iHopMarii (ciiB, peyeHb) KOAaMH. Y SIKOCTI
KOAIB MOXYTh BHKOPHUCTOBYBAaTHUCS TMOCHIIOBHOCTI 1udp um Oyks. s
PO3KOyBaHHSI BUKOPHCTOBYIOTHCS CITEIiabHI TaOaUIl a00 CIOBHHUKH. [aHni MeTox
JOLLIBFHO 3aCTOCOBYBATH 3 00MEKEHUM HA0OPOM 3MICTOBHUX KOHCTPYKIIIH.

CrucHenHs iHpopMallii MOxe OyTH BITHECEHE 10 METOJIIB KPUIITOTpapidHOrO
3aXUCTy 3 TEBHUMHU 3aCTEPEKCHHAMH. METOI0 CTHUCHEHHsS € 3MEHIIEHHS 00cCATY
iHdopmariii. Y Tol ke yac cTUCHEHa iH(opmallis He MOoXe OyTH mpodyuTaHa ado
BUKOpHCTaHa 0€3 3BOPOTHOTO MEPETBOPEHHS.

BUCHOBKHA

CboromHi, Koiau  cy4yacHl  1H(QopMmaIriiiiHi  TEXHOJOrii  IHTEHCUBHO
BIIPOBAKYIOTHCS B yCi c(hepH KUTTA 1 JISUTBHOCTI CyCHUIBCTBA, HAIlIOHAIBHA 1, SIK 11
YacTHHA, EKOHOMIYHA Oe3MNeKa JIepKaBy MMOYMHAE MPSAMO 3aJI€KaTH BiJ 3a0€3MeUeHHs
1H(popMaIiiiHOI O€3MEKH.

3aco0u KOMII'FOTEpPHOI TEXHIKM, HOBITHI 1H(OpMAaIiiiHI TEXHOJIOrIl MoYaln
AKTUBHO BHKOPHMCTOBYBATH OPraHi30BaHi 3J0YMHHI YIpyHoOBaHHA. IX iHTepecu B
MepILy Yepry CopsiMOBaHI Ha OTpUMaHHS KOH(IAESHUIMHOI KOMepLiHHO1 1HhOopMallii,
(p1HaHCOBUX MaxiHaIllll, MOIUMPEHHS HEMPaBAUBOI 1HPOpPMALIli TOLIO.

3nounHIN Y KiOepmpocTopi BUKOPUCTOBYIOTh CBOi 3HAHHS ISl MPOMUCIIOBOTO
MIMUTYHCTBA, TOJITUYHUX 1€, Tepopusmy. llepenik KOMIT'IOTEPHUX 3JI0YMHIB
MOXHa TPOJOBKHUTH, 3TaJaBIIM M aTaku Ha BIMCHKOBI, KOCMIYHI KOMII IOTEpHI
CUCTEMHM, IMPOMMCIIOBE IUMUTYHCTBO, BUKOPHCTAHHS KOMIIPOMAaTy B MOJITHUYHHUX
UIAX 1 T. 1.

OTtxe, IpOTUIS KOMITIOTEPHUM 3JI0YMHAM Ha BCIX PIBHSAX Ma€ JYXKE€ BaKIUBE
3HAYEHHS, TOMY BHM TOBMHHI 3HaTH NpaBOBE 3a0€3MEUEHHs 3aXUCTy 1H(opmalli B
VYkpaiHi, OcHOBHI 3arpo3u 1H(opmaiii B 1HQOpPMAUIHHUX CUCTEMAX, BHUAH
KOMIT'FOTEPHUX 3JI0YMHIB, METOJIM 3aXUCTY BiJl HECAHKIIIOHOBAHOTO JOCTYITY, & TAKOX
BUJIM PYHHYIOUUX MPOTPAMHUX 3aC001B Ta METOJIM 3aXUCTY BIJ iX Jii.
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